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ARCHITEKTURA

Komponenty HA, ich vzajomné previazanie a fungovanie failover procesu

KONFIGURACIA

Vytvorenie konfiguracie HA — jednotlivé kroky

ADMINISTRACIA

Ako spravovat konfiguraciu HA

ZIVE DEMO

3 scendre konfiguracie HA

OTAZKY
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HA AKO NATIVNA SUCAST ZABBIXU S8t

Architektura ZABBIX
v

PREMIUM PARTNER

Zabbix poskytuje nativne riesenie HA od verzie 6.0 a to len pre Zabbix server:
» Jednoducha konfiguracia pre neobmedzeny pocet uzlov
»  Nevyzaduje znalosti z oblasti klasteringu

»  Podpora vendora

» Databaza je zdrojom Udajov o stave uzlov klastra
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HA AKO NATIVNA SUCAST ZABBIXU S8t
Architektura

PREMIUM PARTNER

v
Frontend servery (Apache, NGINX) sa pripdjaju:
» na spoloCny databazovy server

» na prave aktivny uzol so Zabbix serverom

Vsetky uzly so Zabbix serverom sa pripajaju na databazovy server a posielaju heartbeat

» Iba uzol s aktivnym Zabbix serverom spracovava zbierané Udaje a vykonava zapisy do databazy

»  Uzly so Zabbix serverom v standby stave sleduju stav aktivheho Zabbix servera cez zaznamy v databaze
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HA AKO NATIVNA SUCAST ZABBIXU S8t
Architektura

PREMIUM PARTNER
v

Zabbix server na uzloch klastra moze byt v nasledovnych stavoch:

» Active 3 iba jeden uzol moze byt aktivny

» Standby 0 viacero uzlov moze byt v stave standby

» Stopped 1 uzol klastra, ktorého sluzba Zabbix server bola zastavena

» Unavailable 2 uzol klastra, ktorého sluzba Zabbix server prestala komunikovat
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HA AKO NATIVNA SUCAST ZABBIXU S8t

Architektura ZABBIX
v PREMIUM PARTNER

Zabbix HA realizuje automaticky failover:
» Restart aktivheho Zabbix servera vyvola automaticky failover na iny uzol klastra

» VSetky uzly klastra reportuju svoj stav do databazy kazdych 5 sekund (heartbeat)

»  Shut down aktivneho uzla klastra sp6sobi, ze standby uzol, ktory prvy deteguje tuto zmenu, sa stava
aktivnym uzlom

ZZ Ziaden aktivny uzol
Z — preberam aktivny
‘ | Nastavenie stavu 1 C D Kontrola tabulky ha node I ‘ stav
em— yd—-" c—

VINLCI {

ENERGIES
10



HA AKO NATIVNA SUCAST ZABBIXU S8t

Architektura ZABBIX
v PREMIUM PARTNER

Zabbix HA realizuje automaticky failover:

» Aktivny uzol prestane updatovat svoj stav v databaze (zastaveny heartbeat)
» Cakd sa na vypréanie failover delay intervalu (1m default)
» Po vyprsani failover delay intervalu sa jeden zo standby uzlov stava aktivnym

Heartbeat nebol
updatovany— po 1
minute preberam

’j () Kontrola tabulky ha_nod
—"
— =" —
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HA AKO NATIVNA SUCAST ZABBIXU S8t
Konfiguracia Zabbix servera na uzloch klastra

PREMIUM PARTNER
v

HANodeName definuje nazov uzla v klastri
> Musi byt unikatne pre kazdy uzol klastra
» Bez Specifikacie HANodeName Startuje Zabbix server v standalone maode

## Option: HANodeName
# The high availability cluster node name.

# When empty server is working in standalone mode.
HANodeName=zbx-node-01

NodeAddress definuje IP adresu alebo FQDN pre uzol klastra
»  Parameter vyuzivaju Zabbix frontend servery na pripojenie k aktivnemu uzlu klastra
» Bez tohto parametra nie je frontend schopny prezentovat skupinu parametrov ziskavanu z aktivnej instancie servera

## Option: NodeAddress
# IP or hostname to define how frontend should connect to the server.

# Format: <address>[:port]
NodeAddress=zabbix-node-01.example.com

ENERGIES
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HA AKO NATIVNA SUCAST ZABBIXU S8t

Konfiguracia frontend serverov ZABBIX

» Zabbix frontend automaticky deteguje aktivny uzol:

» Adresa Zabbix servera a jeho port nesmu byt definované v konfiguracii frontendu

// Uncomment and set to desired values to override Zabbix hostname/IP and port.
// $ZBX_SERVER _ o

// $ZBX_SERVER_PORT

»  Frontend pozna stav uzlov klastra z databazy
» Frontend ziska adresu aktivneho uzla z tabulky ha_node

R e e e +------- e +-------- e e e T +

| ha_nodeid | address | port | lastaccess | status | ha_sessionid |
mm e Fmmmmm o R fmm - - R Fom - T +

| ckzftwydteeelfeb | zbx-node-01 | | 10051 | 1644427911 | | ckzftwydoo eefeqrqnm7319 |
| awfytsxre0023c95 | zbx-node-02 | 10.0.0.2 | 10051 | 1644427905 | @ | awfytsxreee3c95qtdfrs5463 |
LG E R e e GG L E R = =imm === fecem e e e e = mime == T +
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HA AKO NATIVNA SUCAST ZABBIXU S8t

Konfiguracia Zabbix agentov ZABBIX
v PREMIUM PARTNER

» Zabbix agent v pasivnom mode musi mat uvedené vsetky uzly klastra v parametri Server
> FQDN alebo IP adresy uzlov musia byt oddelené Ciarkou

### Option: Server
# List of comma delimited IP addresses or DNS names of Zabbix

# Incoming connections will be accepted only from the hosts listed here.
Server=zbx-node@l.example.com, zbx-noded2.example.com

» Zabbix agent v aktivnom mode musi mat uvedené vsetky uzly klastra v parametri ServerActive
> FQDN alebo IP adresy uzlov klastra musia byt oddelené bodkociarkou

### Option: ServerActive
# List of comma delimited IP addresses or DNS names pairs of clusters of Zabbix

# servers for active checks.
# Cluster nodes need to be separated by semicolon.
ServerActive=zbx-node@l.example.com;zbx-node0d2.example.com
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HA AKO NATIVNA SUCAST ZABBIXU S8t
Konfiguracia Zabbix proxy

PREMIUM PARTNER
v

» Zabbix proxy v pasivnom mode musi akceptovat spojenie zo vSetkych uzlov Zabbix klastra

### Option: Server
# List of comma delimited IP addresses or DNS names of Zabbix server.

# Incoming connections will be accepted only from the addresses listed here.
Server=zbx-node@l.example.com,zbx-noded2.example.com

» Zabbix proxy v aktivnom mode sa pripaja na vsetky uzly Zabbix klastra

> Na oddelenie nazvov alebo IP adries uzlov klastra musi byt pouzita bodkociarka

### Option: Server
# IP address or DNS name (address:port) or cluster (address:port;address2:port) of #

Zabbix server to get configuration data from and send data to.
# Cluster nodes need to be separated by semicolon.
ServerActive=zbx-node@l.example.com;zbx-node@2.example.com

ENERGIES
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HA AKO NATIVNA SUCAST ZABBIXU S8t

Konfiguracia hostov a nasadenie sablon ZABBIX

PREMIUM PARTNER
v

Tri scenare konfiguracie hostov a nasadenia Sablon:

» VsSetky uzly klastra su prezentované jednym hostom, ktory zbiera Udaje z agenta z uzla
prave aktivneho Zabbix servera

» Kazdy uzol klastra je sustavne monitorovany samostatnym hostom a agentom v pasivnom
rezime

» Kazdy uzol klastra je sustavne monitorovany samostatnym hostom a agentom v aktivnom
rezime

Podrobnejsie rozoberame tuto problematiku v zivom deme.
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HA AKO NATIVNA SUCAST ZABBIXU S8t
Administracia beziaceho klastra

PREMIUM PARTNER
v

Prikazy je mozné vykonavat len na aktivnom uzle:

> Nastavenie failover_delay parametra (od 10 sekind do 15 minut)

# zabbix_server -R ha_set failover_ delay=5m

HA failover delay set to 300 seconds

» Odstranenie uzla z klastra

# zabbix_server -R ha_remove node=zbx-node3
Removed node "zbx-node3" with ID "ckye7ty900001sjqtfcwltvkm"

y Zobrazanie stavu uzlov klastra

# zabbix_server -R ha_status
Failover delay: 300 seconds
Cluster status:

# ID Name Address Status Last Access
. ckvciyod8000loagr506eh5uu zbx-nodel zbx-node@l.example.com:10051  active 4s

1
2. ckvcj8gfroeeelnmgsrewumcti zbx-node2 zbx-node@2.example.com:10051  standby 5s
3. ckye7ty900001sjqtfcwltvkm zbx-node3 zbx-node@3.example.com:10051  standby 3s
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HA AKO NATIVNA SUCAST ZABBIXU S8t

Upgrade ZABBIX

PREMIUM PARTNER
v

Upgrade pre major release:
» Zastavenie sluzby Zabbix server na uzloch klastra
» Zaloha databazy

» Vykonat upgrade jedneho vybraného uzla klastra, ktory zaroven zrealizuj upgrade
databazy — zmenit jeho konfiguraciu vyvkomentovanim parametra HANodeName a
nasledne vykonat jeho upgrade

» Restart upgradovaného uzla v HA mode
» Upgrade a start zvysnych uzlov klastra
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HA AKO NATIVNA SUCAST ZABBIXU S8t
Scenar C.1

PREMIUM PARTNER
v
HOST
Zabbix DB sarver
OK
WaERE Tl
Zabbix DB server
Zabbix agent active
HOST
Zabbix frontend
OK
FaEstES Tl
Zabbix frontend
Zabbix agent active

Tabbix server 2
Zabbix agent passive

Tabbix server 1
Zabbix agent passive

HOST
Zabbix server
OK
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HA AKO NATIVNA SUCAST ZABBIXU
Scenar ¢.2

PREMIUM PARTNER
v

HOST
Zabbix DB server
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Zabbix DB server
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HOST
Zabbix frontend
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HA AKO NATIVNA SUCAST ZABBIXU
Scenar C.3

PREMIUM PARTNER
v

HOST
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WEBINARE A SKOLENIA

PREMIUM PARTNER
v

7.6.2023 — WEBINAR
» Zabbix a riesenie poziadaviek na bezpecny monitoring

31.5.2023 - SKOLENIE
» ZCU — Zabbix Certified User

12.6.2023 - SKOLENIE
»  ZCS — Zabbix Certified Specialist

19.6.2023 - SKOLENIE
» /CP —Zabbix Certified Professional
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