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BSM KONCEPT

Preco potrebujeme BSM

BSM A ZABBIX PRED V6

Monitoring sluZieb v Zabbixe pred verziou 6

BSM A ZABBIX V6

VylepSenia v Zabbixe verzia 6

ZIVE DEMO
Ukazka prace s BSM v Zabbixe
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BSM - KONCEPT S8t

Standardny fault monitoring ZABBIX

PREMIUM PARTNER
v

» |T enterprise prostredie firmy = mnozstvo sluzieb a ich hw a sw komponentov

» Klasicky pristup k rieSeniu fault monitoringu = monitorovat vSetko, ¢o sa da (SAN/LAN
zariadenia, servery, OS, aplikacie, databazy...)
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BSM - KONCEPT S8t

Standardny fault monitoring ZABBIX

v

PREMIUM PARTNER

Standardnym prejavom vzniku maligneho stavu sluzby je symptomatickd reakcia —
vygenerovanie mnozstva alarmov (desiatky, stovky, tisice):

Time v

Severity Info Host Prohlem Daration Ack Actions Tags

Qrigin Tirm.

EEEEEEEEEEEEEERENE

Cizplaying 16 of 16 found
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BSM - KONCEPT S8t

Standardny fault monitoring ZABBIX

PREMIUM PARTNER
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» Notifikacie — desiatky/stovky mailov, ktorych zdrojom su alarmy

» Nemoznost vyhodnocovania plnenia SLA — nie je mozné povedat kedy zacal a skoncil
vypadok sluzby

\!!

» Ziadna graficka prezentacia modelu sluzieb .

» Problematicke hladanie priciny maligneho stavu sluzby - RCA
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Any application that Customer depends on. a|:|B|]u||S|:|:tE|SuT15

u6s~ mil @ ORACLE
.JA l’NlX‘l .. SOLARIS

Hardware
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Operacna vrstva:

A

Aktudlny stav monitorovaného prostredia — alarmy/incidenty

A

Prezentacia zozbieranych udajov za zvolené obdobie — grafy,
predikcné nastroje

N

Automatizované rieSenie incidentov

N

Nastroje na rieSenie incidentov operatorom
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Biznis vrstva:

» Dekompozicia sluzieb — Jige]saBBFAlle

» VVyhodnocovanie a graficka prezentacia dostupnosti sluzieb a ich komponentov
» Reporting evaluacie SLA — denny, tyzdnovy, mesacny...

» Notifikacie zo stromu sluzieb (reakcia na zmenu stavu uzlov stromu sluzieb)

\ VIN:I{
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Strom sluzieb

BSM B2B Watchdog BSM LoRa GWs BSM OpenShift
OK OK OK

’

BSM Service A BSM Service B BSM Service C
OK / OK OK

BSM Component 1

ENERGIES
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Time v Seventy Info  Host Problem

Mapovanie problémov

7
e .

BSM B2E Watchdog BSM LoRa GWs B5M OpenShift
OK OK OK

BSM Service BSM Service B BSM Service C
OK L, OK OK

BSM Component 1

ENERGIES
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-
-
{ o

g Kalkulacné a

1 problem

Propagacia a kalkulacia stavov

v /7 . 7
\ propagacne pravidla
BSM B2B Wr.chdog BSM LoGWs BSM OpenShift
1 problem 1 problem 1 problem
’
BSM Service A BSM Service B BSM Service C
1 problem ’ OK

BSM Component 1
1 problem
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Vyuzitie stavu uzlov stromu

SLA evaludcia

ESM OpenShift
1 problem

BSM LoRa GWs
1 problem

BSM B2B Watchdog
1 problem

.
BSM Service A BSM Service B BSM Service C
1 problem S 1 problem OK

Notifikacie

BSM Component 1
1 problem
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BSM A ZABBIX S8t

Pred v6 7 ABBI X
v PREMIUM PARTNER

BNV, /iadna severita, strom je dvojstavovy (OK alebo PROBLEM)
» Ziadne propagacné pravidla
» Jednoduché kalkulacné pravidla

@ Monitoring

Dashboard

Vazba na uzly stromu len cez triggery - problém s multiple triggermi

Problems

— a LLD.
» Problematicka graficka prezentacia stromu a nasledna RCA

Latest data

Ziadne notifikacie pri zmene ich stavu uzlov stromu

Screens

Maps
Niermean, V'

Senvices
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BSM A ZABBIX
Pred v6

v

> Nastavenie uzlov stromu:

ZABBIX <« & BRERIMES

Monitoring

Inventory

Reports

Configuration

Host groups

Templates

Service

Dependencies  Time

* Name

* Parent senvice

Status calculation algorithm

Calculate SLA, acceptable SLA (in %)
Trigger

* Sort order (0-=999)

root

Problem, if at least one child has a problem E

0

s&t
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Change

Select
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Pred v6 7 ABBI X
v PREMIUM PARTNER

» Od verzie 3.2:

> Tagy
» Incidenty (Zabbix problems)

» Nosicom informacie o udalosti nie je trigger ale samotny problem

» Viazat problémy na uzly stromu je nutné prostrednictvom tagov!
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BSM Modul od S&T

» Komplexny strom sluzieb s vypoctom stavov uzlov vo viacerych Urovniach severity

» Mapovanie problémov na uzly stromu sluzieb pomocou tagov
» Notifikacie zo stromu sluzieb

» RCA

» Konfiguracia a prezentacia priamo v Zabbixe
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BSM A ZABBIX V6 S8t

ZABBIX
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S&T Slovakia poskytla koncept BSM riesSenia

Zabbix zapracoval do BSM:

» Vypocet stavu sluzieb (uzlov stromu sluzieb) na zaklade propagacie stavov medzi
uzlami stromu

» Vazba na udalosti na zaklade tagov

»  Notifikacie zo stromu sluzieb
»y RCA
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BSM A ZABBIX V6 S8t
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» Tag based mapping 5= Services
» Status calculation rules Senices
» Status propagation rules SLA

» Root cause analysis SLA report

< Alerts

» Alerting on service status change
Actions € Trigger actions

Media types Service actions

> P erm | SS | ons Discovery actions
) Scripts - R
» Clonin g Autoregistration actions

Users Internal actions

ENERGIES
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BSM A ZABBIX V6 S8t

Services 7 ABBI X
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Strom sluZieb
» Uzol sa vyhodnocuje:

» Bud na zaklade potomkov (child services)
» Alebo na zaklade problémov s definovanou kombinaciou tagov (listy stromu)

> Nie je mozné kombinovat

» Parent services — mozne viacero rodicovskych uzlov

Senice  Tags  Child semnvices

* Mame
Parent senvices Select

Problemtags rame Operation Value Action

Equals e Remove

fae vINCI Y

ENERGIES
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BSM A ZABBIX V6 S8t

Services ZABB'X

Problem tags

» Definuju, ktoré problémy budu urcujuce pre vyhodnocovanie

» |ba problémy obsahujuce vsetky tagy s urcenymi hodnotami (AND operator)
»  OK ak nie je otvoreny problém

» Uzol nadobudne status so severitou rovnou problému

» 'V pripade viacerych problémov plati najvyssia severita

» Problémy dedia tagy z viacerych zdrojov — sablony, hosty, itemy, triggery ...

Problemtags pame Operation Value Action
Equals o Remaove
Contains w Remaove

h vINCI {
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BSM A ZABBIX V6
Services

Service tags

» Oznacuju uzly/sluzby

» Sluzia pri filtrovani sluzieb a na priradenie
»  SLA —aspon jeden tag (OR logika)

» akcii (service actions) — konfigurovatelné pravidla

Service Tags 2 Child sernvices

Tags MName Value
SLA Gold
Senvice type Customer
Add

s&t

ZABBIX

PREMIUM PARTNER

Action

Remove

Remove

VINLCI {
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BSM A ZABBIX V6 S8t
Services

PREMIUM PARTNER

Status calculation rule
»  Most critical of child services

» Most critical if all children have problems
» Set status to OK

Status calculation rule ] | Most critical of child semvices ™

. Muost critical of child services
Description

Mast critical if all children have problems

Set status to OK

» |ba pre uzly, ktoré maju potomkov

VINLCI {
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BSM A ZABBIX V6 S8t

Services 7 ABBI X

PREMIUM PARTNER
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Additional rules
» if at least (N) child services have (Status) status or above
» if at least (N%) of child services have (Status) status or above
» if less than (N) child services have (Status) status or below
» if less than (N%) of child services have (Status) status or below
» if weight of child services with (Status) status or above is at least (W)
» if weight of child services with (Status) status or above is at least (N%)
» if weight of child services with (Status) status or below is less than (W)
» if weight of child services with (Status) status or below is less than (N%)

»  Umoznuju definovat presnejSie kalkulacné pravidla pre vypocet severity stavu
» V pripade splnenia viacerych podmienok plati najvyssia severita
» Stale plati aj zakladné kalkulacné pravidlo, Cize tieto dodatocné dokazu severitu iba zvysit!

VINLCI {
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Services 7 ABBI X
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Additional rule:

New additional rule

Set status to | High W
Condition | If weight of child services with status or above is at least v
M | 66 %
Status | Average w

VINLCI {

ENERGIES
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Services 7 ABBI X
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Status propagation rule

» Umoznuje upravit severitu daneho uzla pre ucel vypoctu severity rodica

Status propagation rule | Increase by w Status propagation rule | Decrease by w

1 EEERE 1 HEIRRE

Status propagation rule | Fixed status ot

QK Mot classified Information Warning Auerage-Disaster

Status propagation rule | lgnare this service "

VINLCI {
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Services 7 ABBI X
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RCA

» Root cause analyza
» Problém, ktory je pri¢inou nedostupnosti sluzby, je uvedeny v stipci Root cause

Mame Status Root cause Created at Tags
Availability 2 Modata trigger, Nodata trigger 1h 2000-01-01

Disc space 2000-01-01

Example senvice 2000-01-01 SLA: 5

VINLCI {

ENERGIES
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BSM A ZABBIX V6 S8t

SLA Z ABBIX

PREMIUM PARTNER
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SLA

» Vytvaranie katalogu SLA

» Vyhodnocuje sa pre vsetky sluzby s vyhovujucim service tagom (staci jeden)
» SLO — pozadovana dostupnost za vykazované obdobie

» Perioda

» Prevadzkové hodiny

» Vypadky

» Reporty

VINLCI
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BSM A ZABBIX Vb
SLA

v SLA Excluded downtimes PREMIUM PARTNER

*Mame | LA

SLA

=510 | 99 "o

Reporting period m Weekly Monthly CQuarterly Annually

Time zone | (UTC+02:00) Europe/Bratislava W

Schedule Custom

* Effective date | 2023-03-01

* Senicetags pame Operation Value Action
SLA Equals W Femove
Add

Description

ENERGIES

Enabled | vINCI ‘.
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BSM A ZABBIX Vb

SLA report

v

Vyhodnotenie SLA:

> SLA report
»  Widget

Development environment

Service
Database
Frontend
Hosting

Load balancer nodes

100%

100%

100%

100%

100

100

48.2384

584717

2-02-19

20272

100

100

100

s&t

ZABBIX
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98.8657
98.8657

Displaying 4 of 4 found

ENERGIES
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BSM A ZABBIX Vb
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Frontend A Datacenter
Connection

Backend A

host:center
app:connect

Internet Database Application

Web servers

Connection

app:db app:network

host:internet High - If at least 2 child services have High status or above
app:connect

Disaster - If at least 2 child services have Disaster status or above

Server cluster Software A

Warning - If less than 50% of child services have Wamning status or below app:swa
host:ws1 host:ws2

High - If less than 50% of child services have High status or below

host:serverl host:server2 host:server3

VINLCI {
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NASLEDUJUCE WEBINARE
10.5.2023

»  Monitoring cloudovych platforiem

24.5.2023
»  HA konfiguracia pre Zabbix server

7.6.2023
»  Zabbix a rieSenie poziadaviek na bezpecny monitoring
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