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OBSAH WEBINARA

v PREMIUM PARTNER

Monitoring SNMP trapov v Zabbixe a metddy ich spracovania
Co sa nam paci/nepdaci na SNMP trapoch

Zakladna konfiguracia dohladu SNMP trapov
Konfiguracia pre efektivne riadenie problémov

Co je potrebné riesit mimo Zabbix

Aké riesenie vieme poskytnut my

Vase otazky
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SNMP TRAPY
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@ Siroké uplatnenie SNMP

& Nie je potrebné nasadit agenta

&© Okamzité alarmy
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SNMP TRAPY AT
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@ Siroké uplatnenie SNMP ® Neregulované mnoZstvo dat

@ Nie je potrebné nasadit agenta ® Nezarucene dorucenie (UDP)

@ Okamzité alarmy ® Nedostatocna dokumentacia
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snmptrapd

SNMPTT (Perl trap receiver)
SNMPTrapperFile

Zabbix SNMP trapper

Host SNMP interface

ltem - snmptrap|regexp]
/Zabbix trigger

~N oUW
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snmptrapd

snmptrapd.conf

traphandle default /usr/sbin/snmptthandler
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SNMPTT

snmptt.ini

net snmp perl enable=1

og enable=1

og_file = [TRAP FILE]

date time format = [DATE TIME FORMAT]
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ZAKLADNA KONFIGURACIA

. ZABBIX
SNMPTrapperfFile
™
Zabbix SNMP trapper

zabbix_proxy.conf

StartSNMPTrapper=1
SNMPTrapperFile=[TRAP FILE]




s&t

ZABBIX

ZAKLADNA KONFIGURACIA

A 4 PREMIUM PARTNER
Host SNMP interface
Interfaces Type IF address DNS name Connect to Fort Default
SHMP | 192.168.1.101 n DNS 161 ® Remove

* SNMP version | SNMPvZ2 W

* SNMP community | {$SNMP_COMMUNITY}
Max repetition count 9 10

v | Use combined requests



ZAKLADNA KONFIGURACIA

v

Host SNMPv3
interface

Interfaces

Type |IP address
SNMP | 192.168.1.101

* SNMP version

Max repetition count 9
Context name

Security name

Security level
Authentication protocol
Authentication passphrase
Frivacy protocol

FPrivacy passphrase

DNS name

SNMPv3 v

10

{$SNMP. SECNAME}
authPriv v
SHA1 v
[$SNMP.A PASS)
AES192 v
[$SNMP.P.PASS]

v | Use combined requests

Connect to

& o

1.
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Fort Default

161 ®' Remove
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ZAvKLADNA KONFIGURACIA
Zabbix item

*Name | SNMP traps ABC _alarm
Type | SHNMP trap v
*Key | snmptrap["VABC_alarmi™]
Type of information | Log 4

*Host interface | 127.0.0.1:161 b

SNMPTT.conf
EVENT ABC alarm .1.3.6.1.4.1.12345.0.2 ,,ABC alarm" Normal

FORMAT ZBXTRAP SA SR ABC trap data $*
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ZabbiXtrigger Trigger Tags Dependencies

*Mame | ABC alarm: {ITEMMALUEY regsub(™ ABC trap _data (*)", 17}

Ciperational data

Severity Mot classified Information Warning Average High Disaster

* Expression | {Template Module Generic SNMPva:snmptrap[™\"ABC alarm Add
V""].3tr(,ABC alarm")}=1

Expression constructor

Ok event generation Expression Recovery expression Mone

FROBLEM event generation mode Single m

Allow manual close
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Z/AKLADNA KONFIGURACIA
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ZabbiXtrigger Trigger Tags Dependencies

*Mame | ABC alarm: {ITEMMALUEY regsub(™ ABC trap _data (*)", 17}

Ciperational data

Severity Mot classified Information Warning Average High Disaster

* Expression | {Template Module Generic SNMPva:snmptrap[™\"ABC alarm Add
V""].3tr(,ABC alarm")}=1

Expression constructor

Ok event generation Expression Fecovery expression Mone

FROBLEM event generation mode Single Multiple

Allow manual close
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& Clear trapy
& Zmena severity trapu

& Opakovanie trapu
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& Recovery expression

& Tag for matching

* Problem eXpression | {Template Module Generic SHMPvZ:anmptrap["\"ABC alarm\""].atr("Minor “"ABC alarm\™")}=1

Expression constructor

QK event generation Expression Flecovery expression Mone

* Recovery expression | {Template Module Generic SHNMEvZ:anmptrap["\"ABC alarm\""].atr("Clear “"ABC alarm\™")}=1

Expression constructor

FROBLEM event generation mode Single Multiple

Ok event closes All problems All problems iftag values match

* Tag for matching | AlarmKey
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Z/ATVARANIE PROBLEMOV
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© Event Correlation

Caorrelation  Operations Correlation  QOperations
*Mame | SMMP traps closing Close old events |+
Type of calculation | And/Or ~ | Aand BandC Close new event
"t Conditions  Label Name Action
A Cld eventtag name equals Correlation E_?_[_r]_gyg_
B Mew eventtag name equals Cormrelation ﬁ_?__r:r]_gy_?_
C Value of old event tag Alarmiey equals value of new eventtag Remove

AlarmKeyToClose

Description | Zavrie SNMP alarmy s urcenym Alarmkey
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AlarmKey a AlarmKeyToClose je potrebné spravne nastavit
Mozu obsahovat OID, VarBinds

Event Correlation pravidlo staci jedno globalne

© 0 O ©®

Toto jedno pravidlo dokaze zatvorit problem vo viacerych situaciach:
& CLEAR trap
& Duplicitny trap — deduplikacia

& Zmena severity trapu
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S CIM POMOZE SNMPTT
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Filtrovat iba pozadovaneée trapy (MATCH)
Staci zapisovat iba poZzadované data/varbindy (51 52 ...)

Udaje moZno rozsirit o statické alebo odvodené hodnoty

© 0 O ©®

Umoznuje predspracovat vystupy napr. pomocou REGEX:
REGEX (State 1 )(State UNKNOWN )

REGEX (State 2 )(State ACTIVE )

REGEX (State 3 )(State STANDBY )
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& Time based korelacie
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KDE UZ TIETO NASTROJE NESTACIA
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& Time based korelacie:

& Korelacia, deduplikacia, suppressing SNMP trapov, vykonavané uz
na urovni Zabbix proxy
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KDE UZ TIETO NASTROJE NESTACIA

v PREMIUM PARTNER

& Time based korelacie:

& Korelacia, deduplikacia, suppressing SNMP trapov, vykonavané uz
na urovni Zabbix proxy

& Pocitanie duplicit
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KDE UZ TIETO NASTROJE NESTACIA

v PREMIUM PARTNER

& Time based korelacie:

& Korelacia, deduplikacia, suppressing SNMP trapov, vykonavané uz
na urovni Zabbix proxy

& Pocitanie duplicit

& Event storm detection a ochrana pred nim
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Zabbix proxy snmp
snmptt.log trapper I:>
ZABBIX

SNMP traps snmptrade snmptt

TBC

N

///°//>

Zabbix DB

<//°//

Correlation

rules Zabbix
Proxy/Server
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Suppress — potlacanie pomocou podmienok typu white/black list
Counter — prepustenie alarmu po naplneni poctu opakovani za zvoleny cas
Timer — potlacanie opakovanych alarmov po prvom vyskyte na zvoleny cas
Inhibitor — potlacanie dvojic alarm/clear

Spajanie tychto pravidiel do logickych celkov

Moznost konfigurovat vlastné komplexné korelacne pravidla

Pocitanie duplicit pre vSetky pravidla — informacia v texte problému aj v tagu

o0 0 0 0 0 0 ©

Postprocessing udalosti
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MODUL TBC—=COUNTER
ZABBIX
v PREMIUM PARTNER
A Counter
( Zabbix proxy ' R ' ....................................................
ZABBIX u
3X A

I TBC l - acnllaenanonano s i:'j .................... A .................................... AA ............................

——————— — —Time window — —— — 1+ — — —@ r— —Time window — -
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Counter 3, 1h
Condition match

<time stamp> <event>

1 CCOUNTER 3| 81
2 CCOUNTER 3 |81
3 CCOUNTER 3|31
4 CCOUNTER 3] 435
5 CCOUNTER 3 | 81
6 CCOUNTER 3 | 56 # 6 CCOUNTER 3 | 56

3 CCOUNTER 3| 31




MODUL TBC — COUNTER

v

Counter 3, 1h

Source match

<time stamp> <event>

1 SCO
2 SCO
3 SCO
4 SCO
5SCO
6 SCO

&© Dynamicky vytvarane instancie pre sledovanie jednotlivych variacii |

\-
\-
\-
\-
\-

E
E
E
E
E

N-

E

R 3
R 3
R 3
R 3
R 3

R 3

31
81
31
435
381
56

=)

5 SCOUNTER 3| 81
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MODUL TBC — TIMER
ZABBIX
\ 4 PREMIUM PARTNER
N Timer
( Zabbix proxy R b o | I CEE T TR TP PP PP P P PRPRPPPPRPRPPEPP PP
ZABBI)( A A
— -Suppressing- @ — -Suppressing- @
|— —Suppresing— @
= -Suppressing- —®
[ TBC ] U P A ......... A A ............................... A ...........................................
t
>
—————————— Timgwindow — — — — — — +~ —@
Mp Wndow — — — —-Time window — — —

o ® O A



MODUL TBC — TIMER
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30s

5s

Timer 5s, 30s
Condition match

<time stamp> <event>

1CT
2CT
3CT
4 CT

17 CTIMER 5 | 234

ME
ME
ME
ME

RS
RS
RS

RS

81
66
31
435

18 CTIMER 5| 81

=)

=)

1 CTIMER 5| 81

17 CTIMER 5 | 234
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I\/IE)DULTBC—TII\/IER
Timer 5s, 30s

Source match

<time stamp> <event>

5| 1STIMERS5 |81 ﬁ 1 STIMER5 | 81
2 STIMER 5| 81
3 STIMER 5| 81

30s 4 STIMER 5| 81

Y  17STIMER5|81 m=) 17STIMERS|81
18 STIMER 5 | 81

&© Dynamicky vytvarane instancie pre sledovanie jednotlivych variacii |



MODUL TBC — INHIBITOR
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( Zabbix proxy '
ZABBIX

e |-

Inhibitor

Eve

nt 1
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Time

Severity Info Host Froblerm Ciuration Ak Actions Tags

Applicatio... | Object Ins. ..
Applicatio... | Ohject ins...
Applicatio... | Ohject fns. ..
Applicatio... | Ohject ins. ..
Applicatio... | Object Ins. ..
Applicatio... | Ohject ins...
Applicatio... | Ohject fns. ..
Applicatio... | Ohject ins. ..

Applicatio... | Ohject fns. ..

Applicatio... | Ohject fns. ..
Applicatio... | Qrigin Tirm...
Applicatio... | Qrigin Tim. ..

Applicatio... | Origin Tim. ..

Applicatio... | Qrigin Tim. ..

Applicatio... | Qrigin Tirm...

EEEEEEEEEEEEEENEENE

Applicatio... | Qrigin Tim. ..

Dizplaying 16 of 16 found



MODUL TBC — POHLAD
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Time

Severity Info Host Froblerm Ciuration Ak Actions Tags

Applicatio... | Object Ins. ..
Applicatio... | Ohject ins...
Applicatio... | Ohject fns. ..
Applicatio... | Ohject ins. ..
Applicatio... | Object Ins. ..
Applicatio... | Ohject ins...
Applicatio... | Ohject fns. ..
Applicatio... | Ohject ins. ..

Applicatio... | Ohject fns. ..

Applicatio... | Ohject fns. ..

Applicatio... | Qrigin Tirm...

L Application: SMMP Tra... | Origin Time: 073
old | ~GilobalEveiitkey: AE. .. Baitiiner

~TBC Dup: 1 since Sat Jun 1 07:35:05 20149

EEEEEEEEEEEEEENEENE

Dizplaving 16 of 16 found
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Detekcia nadmerného mnozstva alarmov z jedneho zdroja
zdroj = oznacenie trapov v SNMPTT

Sleduje pocet trapov v casovom okne

© 0 O ©

Po dosiahnuti stanovenéeho poctu zastavi odosielanie trapov z tohto zdroja do
/ABBIXu a odosle spravu

©

Dalej sleduje prichadzajuce trapy

©

Po poklese poctu alarmov v casovom okne znovu spusti odosielanie do ZABBIXu
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Jadro TBC — jeden skript napisany v jazyku Perl
Jedina poziadavka - Perl interpreter

Nie je potrebna instalacia ziadnej databazy
/iadna Java, dalsie skripty alebo binarne subory

Self monitoring

00 0 0 0 ©

Pracuje so SNMP trapmi aj s log subormi
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NASLEDUJUCE WEBINARE
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12.4.2023
»  Korelacie, deduplikacia, tagovanie a vizualizacia udalosti v prostredi Zabbixu

26.4.2023
»  Monitoring biznis sluzieb v prostredi nastroja Zabbix

10.5.2023
» Monitoring cloudovych platforiem

24.5.2023
»  HA konfiguracia pre Zabbix server

7.6.2023
» Zabbix a riesenie poziadaviek na bezpecny monitoring
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