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AKO VZNIKLI TAGY

Historia

Co sU TAGY

Definicia tagov a Ucel ich pouZitia

PRIKLADY VYUZITIA TAGOV

Kde a ako je mozné tagy vyuzit

KORELACIE
Koreldcia na Urovni triggerov a globalna korelacia

ZIVE DEMO
Priklady vyuZitia tagov pre korelacné ucely
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1| Co su tagy a ako vznikli
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€0 SU TAGY? S8t

Ako a preco vznikli ZABBIX

PREMIUM PARTNER
v

» Rok 2015 — Orange Slovensko hlada produkt, ktory nahradi platené monitorovacie
riesenia

» Zabbix 3.0 — jedna z moznych nahrad ale s viacerymi nedostatkami; chybaju incidenty,
atributy, korelacie...

» Vznika partnerstvo Zabbix — S&T a spolupraca na novych funkcionalitach pre Orange
Slovensko, vznikaju nové koncepty — tagovanie, korelacie, problémy, filtrovanie...

» Rok 2016 — vznika nova verzia Zabbix 3.2, Zabbix sa stava systén

management!
S&f+ -

ZABBIX

3.2.0 RELEASED

ZABBIXE .
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€0 SU TAGY? S8t

Ako a preco vznikli ZABBIX

PREMIUM PARTNER
v

Zabbix 3.2 ako nastroj event managementu:
» Incidenty — entita Zabbix problem

» Tagy — zatial len na Urovni triggerov za ucelom konfiguracie atributov pre Zabbix
problems a pre korelacné ucely

» Korelacny engine — korelacia na baze tagov

» Prezentacna vrstva — filtrovanie na baze tagov

e+ S&E+ N -

ZABBIX

3.2.0 RELEASED
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€0 SU TAGY? S8t

v PREMIUM PARTNER

Tagy postupne ovladli cely Zabbix. Tagy je mozné v sucasnosti konfigurovat pre mnozstvo
Zabbix entit:

» Sablény

» Hosty

» |temy a triggery (na Urovni hosta a Sablony)
» Web scenare

» Prototypy hostov, itemov a triggerov (na urovni hosta a sablony)

» Sluzby - Services

VINLCI
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CO SU TAGY?
Definicia entity tag

Tag je definovany ako par Nazov: Hodnota

Templates  Tags 2 Macros 10 Walue mapping 1

Mame

Value
class software
target azure
target postgresgl
Add

| Clone | | Full clone | | Delete | | Delete and clear | | Cancel |

s&t

ZABBIX

PREMIUM PARTNER

Remaove
Remaove

Femaove
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€0 SU TAGY? S8t

Ueel tagov 7ABBIX
v PREMIUM PARTNER

» Zakladny ucel — tvorba atribUtov pre udalosti/problémy

» DalSje poutitie:
» Opravnenia pristupu k problémom — filtrovanie na baze tagov
» Akcie —filtrovanie na baze tagov
» Korelacie — korelacné pravidla zalozené na porovnavani tagov generovanych udalosti
» Strom sluzieb —vazba na uzly stromu sluzieb cez tagy
» Agregacné funkcie — filtrovanie na baze tagov
> Maintenance

VINLCI {
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PREZENTACIA TAGOV S8t
Vztahy medzi tagmi a Zabbix entitami

PREMIUM PARTNER

v

PAvod a prezentacia tagov z pohladu Zabbix usera:

Tag assigment

Tag
presentation] ltem| Trigger| Template| Host| Web| LLD Item| LDD trigger| LLD host
Problem X X X X X X X X
Item X X X
Host X X X

VINCI
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TAGOVANIE UDALOSTI/PROBLEMOV S8t
Pouzitie makier

PREMIUM PARTNER
v

» Je mozné pouzit viacero druhov makier:
> Build-in makra {...}
> User makra {S...}
> LLD makra {#...}

» Makra je mozné pouzit pre hodnotu a aj pre nazov tagu
»  Makra su rezolvované len pri vzniku udalosti
» Zhodné kombinacie Nazov: Hodnota su prezentované jednym tagom

M Ak sa makra liSia v hodnote a zhoduju v nazve, vznika viacero makier s rovhakym nazvom — velmi

uzito¢na funkcionalita pre korelacie!
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TAGOVANIE UDALOSTI/PROBLEMOV S8t
Metodika pomenovania tagov

PREMIUM PARTNER
v

Odporucania (z praxe) pomenovania tagov:

> Na urovni Sabldén - oznacenie Ucelu Sablony (napr. DB servers: Oracle)

A

Na urovni hostov - oznacenie prostredia (napr. Environment: Production)

Na urovni itemov - oznacenie typu

A

A

Dot tagy — vyznamneé atributy zobrazené na prvych miestach

A

Tilda tagy — skryté atributy (korelacie, identifikatory, notifikacné priznaky)

VINLCI
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TAGOVANIE UDALOSTI/PROBLEMOV
Pouzitie filtrovania pomocou tagov

v

Nastavenie filtra (Monitoring-> Problems):

w || cpul

compaonent Caontains

Showtags Mone 1 2 H Tag name BREL Shortened Mone

Tag display priority

Prezentacia problémov:

1 CPU queue length is too high (over 37 B 20d 20h 23m No

s&t

ZABBIX

PREMIUM PARTNER

Remaove

Duration Ack Actions Tags

component: cpu | class:

s | scope: performa... JCLD

1 CPU privileged time is too high (over ... B 20d 20h 23m No

Scope: performa... Rl

component cpu | class: os

Time » Severity Info Host Problem
2023-03-19 21:13:18 Warning webprod
2023-03-19 21:13.16 Warning webprod

VINLCI {

ENERGIES
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TAGOVANIE HOSTOV
Pouzitie filtrovania pomocou tagov

Nastavenie filtra (Monitoring -> Hosts):

Status Any Enabled Disabled

Tags AndiOr or

class Caontains || 0s Remaove

ERNRIR ZBX target: windows Enabled
ZBX target windows Enabled
Lazn ZBX target windows Enabled

Latest data a2

Latest data 104

Latest data 116

Problems

s&t

ZABBIX

PREMIUM PARTNER

Graphs & Dashboards 1
Graphs 11 Dashboards 2

Graphs 18 Dashboards 2

ENERGIES
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TAGOVANIE ITEMOV

Pouzitie filtrovania pomocou tagov

v

Nastavenie filtra (Monitoring -> Latest data):

Tags AndiCr Or

~ | [ memaony Remove

component Contains

Show tags Mane 1 2 H Tag name £ gLl Shorened Mane

Prezentacia itemov:

Host Mame a Lastcheck Lastvalue
Tk Available memory [l
b Ayailable memory in % [l

Change

Tags

component. memaory
component. memaory
component: memaory j component: storage

s&t

ZABBIX

PREMIUM PARTNER

Info
Graph
Graph
Graph
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PRIKLADY VYUZITIA TAGOV S8t

Pristup k Zabbix problémom ZABBIX
v PREMIUM PARTNER

Limitacia pristupu k problémom:

» Uzivatel vidi problémy z konkrétnej skupiny hostov (Host group) a s konkrétnym
tagovanim

» Nastavenie na Urovni skupin uzivatelov (Users -> User groups)

sergroup  Template permissions Host permissions @ Problem tag filter

Permissions  Hostgroup Tags Action

Select OB servers Cracle

Include subgroups

Add

| Delete | | Cancel |

VINLCI {
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PRIKLADY VYUZITIA TAGOV

Automatické akcie
v

Generovanie notifikacii na zaklade tagovania Zabbix problémov:

» Konfiguracia akcii pre triggery (Alerts -> Actions -> Trigger actions)

MNew action New condition

Action Operations

* Mame | Motify PostgreSCOL adminis

Conditions
A Value oft

AO0

Enabled |+

* Atleast one operation must exist.

Type

Cperator

* Tag

Tag name

Trigger name

Trigger

Trigger severity

Host

Haost group

Problemis suppressed
Tag name

Tagvalue

Template

Time period

contains

does not contain

s&t

ZABBIX

PREMIUM PARTNER

Remoaove
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PRIKLADY VYUZITIA TAGOV S8t
Maintenance

PREMIUM PARTNER
v

Potlacanie problemov na baze tagov:

» Konfiguracia maintenance (Data collection -> Maintenance)

Host groups Select
|

Haosts Select

* Atleast one host group or host must be selected.

DB Servers Equals Cracle Remove

Add

VINLCI {

ENERGIES
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PRIKLADY VYUZITIA TAGOV S8t

Extrakcia hodnot z itemov ZABBI X
v PREMIUM PARTNER

Extrahovanie hodndt z itemov a ich ukladanie ako hodndt tagov:
» Konfiguracia tagov na urovni triggerov
» PouZzitie funkcii regsub alebo iregsub - {{ITEM.VALUE}.regsub(regexp,output)}

M Ponuka Siroké moznosti pri korelovani a spracovani logov, trapov alebo inych zdrojov

udalosti!

Trigger Tags 2z  Dependencies

Trigger tags Inherited and trigger tags

Mame Value

Senvice Web server Femaove
Erraor 1D H{ITEMMALUEL regslb(regexp, output)} Remove

Add

- VVINLCI {‘.
22
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PRIKLADY VYUZITIA TAGOV

Agregacnée funkcie
v

Agregovanie itemov na baze tagov:

» Konfiguracia itemov typu Calculated

» Pouzitie v kalkulacnom vzorci

[term  Tags Preprocessing

*Mame

Type

* Key

Type of infarmation

*Farmula

Linux production servers used space

Calculated e

production.used.space

Humeric (unsigned) W

sum(last_fgpreach(/*/yis.fg.size[*,used] ? [group="linux servers"

gnd tag="Envircnment:producticn™]))

s&t

ZABBIX

PREMIUM PARTNER
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PRIKLADY VYUZITIA TAGOV S8t

Services a SLA

A ZABBIX
v

PREMIUM PARTNER

Konfigurovanie stromu sluzieb (Services -> Services):

» S&T BSM modul — funkcionalita prenesena do
Zabbixu 6.0

»  Propagacné a kalkulacné pravidla
»  Notifikacie pri zmene stavu uzla stromu service
> Vyhodnocovanie SLA

3l Mapovanie udalosti na uzly stromu pomocou tagov a nie

Service  Tags 1 Child services

*Mame || TF_....L:"-glpa - availability
triggerOV! Parent services | EEEEIEERE Select
» Informaciu o incidente nesie udalost nie trigger Protiemtags varms
» Samostatny webindr venovany tejto problematike —
sla type Equals w1 Remoave

Add

* Sort order (0-=999) | 0

Status calculation rule |:| Most critical of child senvices ~

ENERGIES

VINLCI {‘.
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KORELACIE S8t

Vznik a historia ZABBIX

PREMIUM PARTNER
v

Korelacie na Urovni triggerov a globalne korelacie od verzie 3.2 —rieSenie poziadaviek
spolocnosti Orange Slovensko pri prechode z plateného nastroja na Zabbix:

» BOIEE WA T4lE— vysoky vykon a priepustnost
» Fungovanie na zaklade korelacnych pravidiel a tagov

» Automatizované uzatvaranie problemov a deduplikacia problémov

VINLCI {

EEEEEEEE
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KORELACIE S8t

Typy korelacii 7 ABBIX

PREMIUM PARTNER
v

Dva typy korelacii udalosti:

» Korelacia na Urovni triggera — korelacia udalosti generovanych jednym triggerom
konfigurovana na urovni triggera

» Globalna korelacia — korelacia udalosti zo vSetkych triggerov na baze globalnych
korelacnych pravidiel

VINLCI {
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KORELACIE s&t

Korelacia na urovni triggera ZABBI X

PREMIUM PARTNER
v

Uzatvaranie problémov generovanych jednym triggerom:
» Vybrany tag nesie hodnotu, ktora odlisuje jednotlivé generované udalosti

» Otvorené problémy su uzatvaraneé na zaklade zhody vybranych tagov a ich hodnot
generovanych udalosti

» Vhodne pre externé zdroje udalosti, log subory, SNMP trapy...

VINLCI {
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KORELACIE S8t

Korelacia na urovni triggera ZABBI X

PREMIUM PARTNER

v

Log subor ako zdroj udalosti:

Error ID:123 Event description

Vytvorenie triggera s tagom, ktory identifikuje konkréetny typ udalosti:

Trigger Tags 1 Dependencies

Trigger tags Inherited and trigger tags

Mame Value
Emare HITEM VALUEY [egsub (D ([0-9]+)" v1)Y Remaove
Add

Ok event closes All problems All problems if tag values match

* Tag for matching | ErrarlD

VINLCI {

ENERGIES
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KORELACIE S8t

Globalna korelacia ZABBIX

PREMIUM PARTNER
v

Uzatvaranie problémov generovanych vsetkymi triggermi:
» Korelacia pomocou globalnych korelaénych pravidiel

» Korelacné pravidla — komplexné definicie nazvov tagov, ich hodnot a ich vzajomnych
vztahov medzi prave vygenerovanymi udalostami a uz udalostami vygenerovanymi v
minulosti

3 VSetky korelacné pravidla sa vykonavaju nad vSetkymi udalostami a definuju, ¢o sa ma stat
s uz otvorenymi problémami a aktualne generovanymi problémami

ALL EVENTS! Correlation

Engine

ENERGIES

VINLCI {‘.



KORELACIE

Globalna korelacia

Globalne korelacné pravidla moze vytvarat
len Zabbix super administrator:

)

v

Vytvaranie globalnych korelacnych
pravidiel Data collection -> Event

correlation

Operacie definuju co sa ma udiat v pripade
platnosti podmienok:

>

>

Close old events
Close new event

* Mame

Type of calculation

* Conditions

Description

Operations

Enabled

s&t

ZABBIX

PREMIUM PARTNER

Correlate DB problems

AndiCr = |AandBandCandD

Label Mame Action
A Mew event host group equals Databases Remuove
B Value of old event tag Database equals value of new event tag Database Remave
C Value of old event tag Environment equals Prod Remaove
D Value of new event tag Environment equals Prod Remuove
Add
| Close old events

Close new event
* At least one operation must be selected.

o

VINLCI {

ENERGIES
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KORELACIE S8t

Time Based Correlation — za hranicami moznosti Zabbixu 7 ABBI X
v PREMIUM PARTNER

Time based korelacie:

» Korelacia, deduplikacia, suppressing vykonavané uz na Urovni Zabbix proxy alebo Zabbix agenta pre log subory,
SNMP trapy, databazy...

» Pocitanie duplicit
» Event storm detection a ochrana pred nim

»  TBC—rozSirenie od S&T pre Zabbix postavené na volne dostupnom korelacnom engine SEC
(https://github.com/simple-evcorr/sec)

Time D Sevarity Info Host Praklem DCuration Ack Actions Tags

Service: B... JApplicatio... | Object fns. ..

VINLCI {

ENERGIES
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ZIVE DEMO S8t

Korelacia na Urovni triggera ZABBI X

PREMIUM PARTNER
v

Pripad €.1 - korelacia na Urovni triggera:

» Zanam typu Warning otvara problém. Zaznam typu Normal uzatvara problém, ak zaznamy maju
zhodné atributy ID a Source

Text:Event description ID:001 Source:A Status:Warning
Text:Event description ID:002 Source:B Status:Warning
Text:Event description ID:002 Source:B Status:Normal
Text:Event description ID:002 Source:C Status:Warning
Text:Event description ID:001 Source:A Status:Normal

VINLCI {

ENERGIES
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ZIVE DEMO S8t

Globalna korelacia ZABBIX

Pripad C.2 - globalna korelacia, skupinové zatvaranie problémov:

»  Kazdy zaznam otvara problém jednoznacne identifikovany pomocou Ciselného identifikatora (vyznacené
cervenou farbou) a zaroven uzatvara vsetky otvorené problémy identifikované sekvenciou ¢iselnych
identifikatorov (vyznacené zelenou farbou).

161649: :API server is NOT RUNNING!::161649::No::CRITICAL
161651: :API server is NOT RUNNING!::161649: :No: :WARNING
161652: :API server is NOT RUNNING!::161649|161651::No::MAJOR
161650: :API server is RUNNING::161650|161649: :No: :NORMAL
161650: :API server is RUNNING::161651|161652|16789: :No: :NORMAL

VINLCI {

ENERGIES
35



ZIVE DEMO S8t

Globalna korelacia ZABBIX

Pripad ¢.2 - globalna korelacia, okamZité uzatvaranie problémov so severitou NORMAL/INFORM:

» Udalost na vstupe so severitou NORMAL zabezpeci uzatvorenie vSetkych otvorenych problémov identifikovanych
sekvenciou Ciselnych identifikatorov (vyznacené zelenou farbou) a samotny problém so severitou NORMAL sa
ihned’ uzatvori

161649: :API server is NOT RUNNING!::161649::No::CRITICAL
161651: :API server is NOT RUNNING!::161649: :No: :WARNING
161652: :API server is NOT RUNNING!::161649|161651::No::MAJOR
161650: :API server is RUNNING::161650|161649: :No: :NORMAL
161650: :API server is RUNNING::161651|161652|16789: :No: :NORMAL

VINLCI {
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ZIVE DEMO S8t

Globalna korelacia ZABBIX

Pripad €.3 - globalna korelacia, deduplikacia:

» VSetky udalosti s rovnakym indetifikatorom (vyznacené €ervenou farbou) su deduplikované (neotvara sa novy
problém, zostdva otvoreny problém vygenerovany pri prvom vyskyte udalosti) a to len v pripade, ak je nastaveny
atribut deduplikdcie na hodnotu Old (uzatvara sa uz otvoreny problém) alebo New (uzatvara sa novy problém)

161649: :API server is NOT RUNNING!::161649::No::CRITICAL
161651: :API server is NOT RUNNING!::161649::01d: :WARNING
161652: :API server is NOT RUNNING!::161649|161651: :New: :MAJOR
161650: :API server is RUNNING::161650|161649::01d: :NORMAL
161650: :API server is RUNNING::161651|161652|16789::01d: :NORMAL

VINLCI {
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NASLEDUJUCE WEBINARE

v

26.4.2023
> Monitoring biznis sluzieb v prostredi nastroja Zabbix

10.5.2023
»  Monitoring cloudovych platforiem

24.5.2023
»  HA konfiguracia pre Zabbix server

7.6.2023
»  Zabbix a rieSenie poziadaviek na bezpecny monitoring
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