ZABBIX

TRAINING

PREMIUM PARTNER

ZABBIX

0
C
{0
!
0

je novév

Co

Zabbixe 7.0

12.6.2024

cny

Marek Kone

VINI:I ‘.,

ENERGIES




axXIans

ZABBIX

PREMIUM PARTNER
—————————

3aXIaNs

MAREK KONECNY 2\ /\

CONSULTANT SENIOR

) ZABBIX|@ZABBIX|}Y

ZABBIX CERTIFIED TRAINER AND EXPERT el el

Mobil:

E-mail:

Web:

Trainings and exams:
Consulting:

+421 905 618 324

marek.konecny@axians.sk
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Axians Slovakia
Premium and Training partner

Jedina spolocnost na Slovensku!
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W_o Serial webinarov Zabbix 7.0
 08.11.2023 Zabbix 7.0 - 1.¢ast - Nové widgety Pie chart, Gauge... I%aél
e 15.11.2023 Zabbix 7.0 - 2.¢ast - GUI, komunikac¢ny framework pre widgety " . e
 21.11.2023 Zabbix 7.0 - 3.¢ast - Akcie, LLD, triggery
« 06.12.2023 Zabbix 7.0 - 4.¢ast - Network discovery, zber Udajov
« 24.01.2024 Zabbix 7.0 - 5.¢ast - Honeycomb widget, API history.push
« 07.02.2024 Zabbix 7.0 - 6.Cast - Global scripts, timeouts, preprocessing
« 21.02.2024 Zabbix 7.0 - 7.¢ast - Planované reporty
 06.03.2024 Zabbix 7.0 - 8.¢ast - Maintenance, Host availability widget...
e 24.04.2024 Zabbix 7.0 - 9.¢ast - MF authentication, LLD...

e 22.05.2024 Zabbix 7.0 - 10.¢ast - Zabbix proxy load balancing, nové widgety



ZABBIX

TRAINING

PREMIUM PARTNER

ZABBIX

0
C
{0
!
0

je nové v

Co

Zabbixe 7.0

12.6.2024

cny

Marek Kone

VINI:I ‘.,

ENERGIES




| Co JE NOVE V ZABBIXE 7.0

OI>%~
W_

Agenda

o 0 N o Uk W DN R

[ = S = S oY
w N = O

End-user web monitoring

Asynchrénny zber Udajov

HA a load balancing pre Zabbix proxy
Zabbix proxy memory buffer

Nové moznosti konfiguracie timeoutov
Vykonnejsi network discovery

Posielanie udajov do Zabbixu pomocou API
Odovzdavanie vstupov do frontend skriptov
Nové typy widgetov

Komunikacny framework pre widgety

MFA

Dalsie vylep3enia

Skolenia, recertifikacie, upgrade
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i Zabbix 7.0

Focus on enterprise grade features enabling new
use cases, better performance and out-of-the-box
scalability
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End-user web monitoring

Q

*  Browser monitoring — vyuzitie Browser managera (Selenium)
* Novy typ itemu - Browser (JS item)

New item

Item Tags Preprocessing

* Name

Type | Browser ~

— Chrom

* Key

Type of information | Text v

Zabbix server
Zabbix proxy

Parameters  Name Value Action

WebDriver

protocol
@ Manager

eeeee

FireFox R
Add

Browser

*Script | var browser = new Browser (Browser.chromeOptions ()) ;..

(SEIEniUm) d * Update interval | 1m
Browser script Edge N - - -
(JavaScript) S — .
_— Safa ri “Timeout [NELLEN Overide | 60s Timeouts

*History | Do notstore [ESGIEIVAGE 31d

Populates host inventory field ' -None- v

Description
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@ End-user web monitoring

Synteticky web monitoring

e Simulujte interakciu skutocného pouzivatela so skutocnym
prehliadacom

* Vlykonava sa pisanim vlastnych skriptov

* Otestujte r6zne aspekty webovej stranky alebo webovej aplikacie —
dostupnost, vykon, stavy transakcii...
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@ End-user web monitoring

Synteticky web monitoring v Zabbixe

* Selenium Server alebo len WebDriver na vykonavanie syntetického
sledovania webu

e Selenium Server vyuziva na vykonavanie testov headless prehliadac
* Selenium Server nie je poskytovany ako sucast balickov Zabbixu

* Najjednoduchsi sposob, ako zac¢at — Selenium v kontajnerizovanej
podobe
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@ End-user web monitoring

Synteticky web monitoring v Zabbixe
* Nasmerovanie Zabbix servera alebo Zabbix proxy na URL adresu WedDrivera
* Pollery typu Browser su zodpovedné za zber itemov typu Browser

H#i###HH# Browser monitoring ##HH###H#

### Option: WebDriverURL
WebDriver interface HTTP[S] URL. For example http://localhost:4444 used with
Selenium WebDriver standalone server.

#
#

#

# Mandatory: no

# Default:

# WebDriverURL=
WebDriverURL=http://192.168.0.1:4444

### Option: StartBrowserPollers

# Number of pre-forked instances of browser item pollers.
#

# Mandatory: no

# Range: 0-1000

# Default:

# StartBrowserPollers=1

StartBrowserPollers=3
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@ End-user web monitoring

Novy typ itemu - Browser

New item

Item Tags  Preprocessing

*Name ‘ Zabbix website

Type ‘ Browser v ‘

JavaScript

* Key ‘ website.get.data

Type of information ‘Text v ‘ 1 | var browser = new Browser (Browser.chromeOptions());
2
Parameters  Name Val 3| try |
‘ ‘ [ 4 browser.navigate ("http://example.com") ;
5 browser.collectPerfEntries () ;
Add 61
7| finally {
Script | var browser = new Browser (Brow return JSON.stringify(browser.getResult()):;
. 911
* Update interval ‘ im ‘

T 65346 characters remaining
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@ End-user web monitoring

ltem typu Browser pouziva JavaScript na zber udajov v JSON formate
* Predvoleny skript zhromazduje informacie o vykone a session Statistiky
* Pre zlozZitejSie scenare je k dispozicii Sabléna Website by Browse

Website by Browser

Overview

Requirements

Zabbix version: 7.0 and higher.

Tested versions

This template has been tested on:

* ChromeDriver 124.0.6367.207, selenium-server-4.0.0-alpha-6
Configuration
Zabbix should be configured according to the instructions in the Templates out of the box section.

Setup

Install WebDriver. For more information, please refer to the Selenium WebDriver page. Run selenium-server. Add in configuration file WebDriver interface
HTTP([S] URL. For example http://localhost:4444
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@ End-user web monitoring

Sabléna Website by Browser obsahuje:

* Itemy pre navigaciu na webovych strankach a meranie vykonnosti
* Screenshot obrazovky aktualnej webovej stranky
* Triggery pre detekciu pomalého nacitania a dostupnosti webovych stranok

e Dashboard zobrazujuci screenshot webovej stranky a r6zne statistiky
vykonnosti
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@ End-user web monitoring

Novy bindrny typ informacii mozno pouzit na zber a ukladanie
obrazkov

* |tem typu Browser moze zbierat screenshoty web stranky vo formate base64

* MOzZe byt uloZzeny v dependentnom iteme typu Binary

Item

Item Tags 1 Preprocessing 1

*Name | Website Screenshot
Type | Dependent item v
*Key | website.screenshot
Type of information | Binary ~
W EHCRE L Website by Browser: Website {SWEBSITE.DOMAIN} Get data X Select

* History | Do not store Store up to  JEE3[]

Description | Website {SWEBSITE.DOMAIN} screenshot.

Enabled v
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@ End-user web monitoring
Item history widget dokaze zobrazovat screenshoty:

Host dashboards B

All hosis | Zabbix web site

Zoom out @ Last 30 minutes
From | now-3om Last2days Yesterday Today 518 minutes
2 Last7 & Day before yesterday  Today so far Last 15 minves
v [row ; 2517 days ay belore yesterday  Today so fa 35115 minutes
Last%0cays  Thisdaylstweek  Thisweek L2130 minutes
Last3mons  Previous week Thisweeksofar  Last 1 hour
Lastgmonns  Previous month This montn Last3 hours
Lasttyesr  Previous year Thismonthsotar  Last6 hours
Last 2 years This year Last 12 hours
Tisyearsots  Last1day

Load time Navigation size

30.000ms. 125 24K8

250000 108 bdd

160
20000ms 085

28K8
15.000ms. 06s

%6 K8
10.000ms i 04s

o

\/_,/\/\ /

5000ms. % v 02 %

o8 1 i L

oms.
5220128PM  S20134PM  5220140PM
= Zabbix web site: Website www.zabbix com Navigation

2024-05-22 11:31:35 AM

[

2024-05-22 11:30:39 AM

]

2024-05-22 11:29:35 AM

3

5220145PM  5220151PM 5220157 PM
Zabbix web site: Website www.zabbix com Resource |

5220131PM 5220138 PM
= Zabbix web site: Website wiw.za

2024-05-22 11:28:35 AM 5220141PM  5220146PM
4-05-22 11

Zabbix web site: Website www.za.

5220151PM 5220156 PM
= Zabbix web site: Website www.za

Navigation timing Resource timing

2024-05-22 11:26:33 AM

0.5000ms s
148
0.4000ms
2024.05-22 11:25:36 AM 15
0.3000ms 108
2024-05-22 11:24:36 AM o8s
02000ms e
04s p / 4
20240522 11:23:35 AM 0.1000ms . ¥
02s — = = i
oms
2024-05-22 11:20:34 AM 5220120PM  522013PM  5220140PM  5220145PM  5220150PM  5220156PM 5220131PM 5220136 PM

5220141PM  5220145PM 5220151 PM

= Zabbix web site: Websit

Zabbix web site: Websit

= Zabbix web site: Websit,.. == Zabbix web sile: Websit,

5220156PM

= Zabbix web site: Websit Zabbix web site: Websit . = Zabbix web site: Websit... s Zabbix web site: Websit
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1@ End-user web monitoring

Jun 21, 2024
9:00 AM
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Zabbix 7.0 - Novy web monitoring s vyuZitim integracie nastroja Selenium 27

Zabb

vix 7.0 prinasa dlhootakavanu funkcionalitu a novy koncept monitoringu postaveny na
nativnej integracil s nastrojom Selenium. Tento workshop vas obozndmi s novym

moZnostami Zabbixu v oblasti monitorovania w vych aplikacir. Th
Marek Koneény, Stanislav TaZiar

Zab

ix Certified Trainer and Zabbix Certified Professional Axians Slovakia s.ro., Slov
Premium Partner
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@@ Kolektory udajov

Udaje v Zabbixe zbieraju rozne typy kolektorov:
* Pollers

* Trappers

* Pingers

* etc.

Pollery mozu zbierat iba jednu metriku sucasne:
e V dosledku toho su v niektorych scenaroch potrebné stovky pollerov

* Maximalny pocet pollerov je obmedzeny na 1000
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=0 Specifické typy pollerov

Zabbix 7.0 vyuziva nové specifickeé typy pollerov:

* SNMP poller
» Zabbix Agent poller
 HTTP check poller

Poller

SNMP Poller

Poller

Agent Poller

HTTP Agent
Poller

axXIans
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@@ Asynchronny polling

Kazdy typ pollera je teraz asynchronny proces:

» Kazdy proces moze zozbierat az 1000 hodnot v jednom cykle

* Spusti sa samostatné vlakno na synchronizaciu s vyrovnavacou pamatou
konfiguracie (configuration cache)

Asynchronne procesy su konceptom, ktory umoznuje
vykonavat ulohy nezavisle a bez blokovania vykondvania
hlavného programu.
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@ Pocet subeznych zberov udajov (checks)
Je mozné urcit maximalny pocet subeznych zberov
udajov:

e Urcené hodnotou MaxConcurrentChecksPerPoller

* Predvolena hodnota je 1000

### Option: MaxConcurrentChecksPerPoller

# Maximum number of asynchronous checks that can be executed at once
#

# Mandatory: no

# Range: 1-1000
# Default:

MaxConcurrentChecksPerPoller=1000
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il Zabbix 6.0 vs 7.0

Utilization of data collectors
100 % I
pollers #1 #2720
80 % Utilization of data collectors
100 % ®
- Before

0 After upgrade
upgrade

0%

o agent poller #1
20 %
40 %
0% "—
10-02 09:39 20 %

0% - [ ) :
10-02 09:57 AM 10-02 10:01 AM 10-02 10:05 AM

10-02 10:09 AM 10-02 10:14 AM 10-02 10:18 AM 10-02 10:22
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@@ Proxy groups — Zabbix proxy skupiny
Proxy groups zabezpecuju logiku fungovania LB a HA

* Hosty moOze monitorovat skupina proxy serverov alebo jeden proxy server

Host

Host IPMI Tags Macros Inventory  Encryption  Value mapping

“Host name | fileserver01
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@@ Proxy groups — Zabbix proxy skupiny
Proxy groups zabezpecuju logiku fungovania LB a HA

* Hosty moOze monitorovat skupina proxy serverov alebo jeden proxy server

Proxy group Host
Host IPMI  Tags Macros Inventory Encryption Value mapping
*Name ||\Ietherland5 |
“Host name | fileserver01
* Failover period |1m | N
Visible name

Templates

*Host groups | ECLLEESERTI Y

* Minimum number of proxies | 5 |

Description | Proxies for Netherlands

Interfaces No interfaces are defined.

| Netherlands im 1 7 Amsterdam, Den Haag, Eindhoven, Haarlem, Harderwijk, Maaskantje, Maastricht, Retterdam, Utrecht, Zaar

Proxies Amsterdam, Den_Haag, Eindhoven, Haarlem, Harderwik, ... A
USES | cione | | pekete | [ cancel | Monitored by Proxy group
\:I Name & State Failover period Online proxies Minimum proxies Proxies
\:I Belgium im 7 3 Antwerp, Brussels, Charleroi, Dikkebus, Eupen, Ghent, Tournai
] Luxemburg 1m 2 1 Luxembourg, Troisvierges
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@@ Proxy groups — Zabbix proxy skupiny

Viac o skupinach Zabbix proxy serverov:

* Failover Casovy interval Zabbix server vyuziva na rozhodnutie, kedy je
proxy online/offline

* Pre skupinu Zabbix proxy serverov mozno nakonfigurovat minimalny
pocet online proxy, ktoré urcuju online stav celej skupiny

* Proxy starsich verzii (a k nim priradené hosty) budu vyluéené z procesu
rebalancingu

* Ak je skupina Zabbix proxy serverov offline (menej ako minimalny pocet
proxy serverov je online), je ukon¢eny monitoring hostov z tejto skupiny



| Co JE NOVE V ZABBIXE 7.0 axXIanNs

ZABBIX

PREMIUM PARTNER

@@ Proxy groups — Zabbix proxy skupiny

Proxy servery sa priraduju skupinam pomocou konfiguracného
formulara pre proxy servery:

Proxy

Proxy  Encryption  Timeouts

* Proxy name | Utrecht

Proxy group |INEGEIERIER.S Select

* Address for active agents  Address Port

utrecht.zabbix.com 10051

Proxy mode Passive

Proxy address

Description

Refresh configuration | | Clone | | Delete | | Cancel |
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@@ Proxy groups — Zabbix proxy skupiny

Hosty su rebalansované, ak su splnené nasledujuce
podmienky:

* Pocet hostov priradenych k proxy sa lisi od priemeru dvakrat alebo
viackrat

* Rozdiel nie je mensi ako 10 hostov

* Hosty, prekracujuce priemer, su odpojené od proxy serverov

e Odpojené hosty su nasledne priradené k Zabbix proxy serverom s mensim
poctom hostov
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@@ Proxy groups — Zabbix proxy skupiny

Proxy rebalancing — priklad fungovania:

0 8 £ A O

@ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB @ZABBIXB

30 36 80 20 36

Average = 30

Unbalanced
60/30=2

Unbalanced
15/30=0.5
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@@ Proxy groups — Zabbix proxy skupiny

Po pridani novej proxy sa skupina automaticky
rebalansuje

e \Vlypocita sa novy priemer

* Nadbytocné hosty su odpojené

e Odpojené hosty su znova prerozdelené medzi proxy servery
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@ Zabbix Agent

Agenti musia byt nakonfigurovani tak, aby akceptovali
pripojenia od proxy serverov v ramci skupiny:

* Pre rezim aktivheho agenta musi parameter ServerActive obsahovat IP
aspon jedného (najlepsie viacerych) proxy serverov v ramci skupiny

* Pre rezim pasivneho agenta musi parameter Server zahrnat IP adresy
vSetkych proxy serverov v ramci skupiny
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@ Zabbix proxy — HA a load balancing

Jun 19, 2024 Zabbix 7.0 - Vysoka dostupnost a Load Balancing pre Zabbix proxy [0 12m Slovak
9:00 AM Zoznamte sa detailne s postupom ako optimalne nakonfigurovat a vyuZivat Zabbix proxy

servery v architekture vysokej dostupnosti a rozloZenia zataZe prostrednictvom Zivého

dema a podrobne rozoberanych praktickych scendrov. Th

Marek Konetny, Stanislav TazZiar
Zabbix Certified Trainer and Zabbix Certified Professional Axians Slovakia s.ro., Slo
Premium Partner




¢

",
¢
Nl

[

.
SO P
PATAPE AT
'(l{’ ‘%
(e
¢ € ¢

¢

et
a, e %

ARA
¢
¢

axXI3ans
ZABBIX

PREMIUM PARTNER

vINCI

ENERGIES



| €O JE NOVE V ZABBIXE 7.0 axXIanNs

ZABBIX

PREMIUM PARTNER

@ Mody pre Zabbix proxy buffer
Zabbix 7.0 ponuka nové mody pre Zabbix proxy buffer:

* Disk P6vodna funkcionalita
* Memory Udaje ukladané iba do zdielanej pamiti
e Hybrid Buffer pracuje v Memory mode s DB ako zalohou

### Option: ProxyBufferMode

Specifies history, discovery and auto registration data storage mechanism:
disk - data are stored in database and uploaded from database

memory - data are stored in memory and uploaded from memory.

hybrid - the proxy buffer normally works like in memory mode until it

runs out of memory or the oldest record exceeds the configured age
Default:

ProxyBufferMode=disk

#
#
#
#
#
#

ProxyBufferMode=hybrid
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 Disk mode

Kazda hodnota zozbierana proxy serverom prechadza databazou:
e Databaza (MySQL, Postgres, or SQLITE) vyZadovana na kazdom proxy serveri

* MozZe byt pric¢inou bottlenecku na velkych proxy serveroch

B (= B

—LAD
§/ACEIXB ESXW
Zabbix proxy Zabbix server

=



| Co JE NOVE V ZABBIXE 7.0 axXIanNs

ZABBIX

PREMIUM PARTNER

@@ Memory mode

Udaje su zasielané na Zabbix server priamo:
« Udaje sa ukladaju do zdielanej pamite a z nej sa posielaju na Zabbix server

* Ak dbjde k zaplneniu pamate, staré udaje budu vymazané

—LAD
@ZABBIXB —2 5%
Zabbix proxy Zabbix server

C D
‘,
=



| Co JE NOVE V ZABBIXE 7.0 axXIanNs

ZABBIX

PREMIUM PARTNER

@ Hybrid mode

Udaje su zasielané na Zabbix server priamo :
e Buffer pri dostatku pamate pracuje ako v Memory made

* Ak sa vyrovnavacia pamat zaplni, zapiSe sa jej obsah do databazy a aktivuje sa Disk

mod @
[E=oo]
= e
@ZAEBIXB I | ESW
Zabbix proxy Zabbix server
=
=
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= Zabbix timeout

Zabbix ma vseobecny Casovy limit Specifikovany v konfiguraChom
subore
e Timeout ovplyvnuje vsetky zbery udajov na Zabbix serveri alebo Zabbix proxy

* Niektoré typy poloziek maju svoj vlastny timeout (HTTP agent, Script)

### Option: Timeout

# Specifies how long we wait for agent, SNMP device or external check
#

# Mandatory: no

# Range: 1-30
# Default:

Timeout=4
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@ Timeout na urovni itemu

Zabbix 7.0 zavadza konfiguraciu timeoutu az na urovni itemu:

* Timeout je definovany pomocou Zabbix GUI

* Vrozsahu od 1 do 600 sekiund (10 minut)

Timeout moze byt definovany na viacerych Urovniach:
* Na Zabbix serveri globalne pre vsetky itemy

* Na urovni Zabbix proxy pre itemy monitorované danym Zabbix proxy serverom

* Pre kazdy item samostatne
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@@ Globalne timeouty

Globalne timeouty sa definuju v menu Administration > General section

Timeouts for item types

* Zabbix agent

* Simple check

* SNMP agent

* External check

* Database monitor | 4s

“HTTP agent

* 8SSH agent

“ TELNET agent

w w w w w w [72] w

* Script
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@@ Timeouty na urovni Zabbix proxy

axXIans

ZABBIX

PREMIUM PARTNER

Timeouty na Urovni proxy servera ovplyvnia vsetky itemy zbierané
dany,m proxy SerVerOm Proxy  Encryption  Timeouts @

* Kazdy typ je moZné nastavit samostatne Timeouts for item types

* Zabbix agent

* Timeouty funguju ako default hodnoty

* Simple check

* Prekryvaju globalne hodnoty Zabbix servera - SNP agent
* External check

* Database monitor
*HTTP agent

* SSH agent

* TELNET agent

* Script

Global Global timeouts

4s
4s
10s
15s
4s
4s
4s
4s

8s
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@@ Individualne timeouty na urovni itemov

Timeout na Urovni itemu:

* Ako default nastavenia sa pouzivaju timeouty definované globalne alebo na proxy
serveri

* V pripade potreby je mozné timeout upravit pre konkrétny item

Custom intervals  Type Interval Period Action
H57E8  Scheduling ’ 50s 1-7,00:00-24:00 Remove

Add

* Timeout [ €][s]or] 4s Timeouts
* History storage period ‘ Do not keep history Storage period |lfs!
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@ Timeout v konfigurachom subore

Timeout v konfiguraénom subore Zabbix servera/ Zabbix proxy

e Stane sa predvolenou hodnotou pre timeout itemu pocas upgrade procesu

* Pouzije sa ako timeout na komunikaciu medzi serverom a proxy

### Option: Timeout

# Specifies timeout for communications (in seconds).
#

# Mandatory: no

# Range: 1-30
# Default:

Timeout=4




0
C
@
o
O

al
m
m
<
N

(04
w
4
-
04
<
ol
=
)
>
w
2
o

Concurrent network

iscovery

d

ENERGIES

vINCI ff

220 2080 rds vk «



| Co JE NOVE V ZABBIXE 7.0 axXIanNs

ZABBIX

PREMIUM PARTNER

@ Network discovery

Network discovery byva pomaly na velkych segmentoch siete:
* Kazdy segment siete spracovava iba jeden tzv. discoverer
e Kazda IP adresa a sluzba sa spracovavaju postupne

*Name | Office network discovery
Discovery by proxy | No proxy v

*IPrange | 192.168.0.1-254

* Update interval | 1h

* Checks  Type Actions
SSH Edit Remove
HTTP Edit Remove
SNMPv2 agent "1.3.6.1.2.1.1.5.0" Edit Remove

Add
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Sekvencny proces Network discovery

PREMIUM PARTNER

Single process

*Name | Office network discovery 192.168.0.1 @

Discovery by proxy | No proxy v
*IPrange | 192.168.0.1-254 192.168.0.2 @

* Update interval | 1h
« Gecks [Type 192.168.0.3 @
SSH

SNMPv2 agent "1.3.6.1.2.1.1.5.0"
Add
192.168.0.5

### Option: Timeout 192.168.0.6 O O
Timeout=3 C
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@ Nové procesy

Zabbix 7.0 prinasa nové procesy
e Discovery manager

* Discovery worker (p6vodne discoverer proces)

### Option: StartDiscoverers

# Number of pre-started instances of discovery workers.
#

# Mandatory: no

# Range: 0-1000
# Default:

StartDiscoverers=5
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@@ Discovery rule — konfiguracia

Discovery rule umoznuje definovat subeznost (paralelizmus)

* Name | Office network discovery

Discovery by proxy | No proxy v

“IPrange | 192.168.0.1-254

* Update interval | 1h

Maximum concurrent checks One Unlimited

* Checks  Type Actions
SSH Edit Remove
HTTP Edit Remove
SNMPv2 agent "1.3.6.1.2.1.1.5.0" Edit Remove

Add
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*Name | Office network discovery

#1 #2 #3
192.168.0.3 @
192.168.0.4 @ O
192.168.0.5 O O
192.168.0.6 O O

Discovery by proxy | No proxy v

“IPrange | 192.168.0.1-254

* Update interval | 1h

Maximum concurrent checks One Unlimited Custom

* Checks  Type

SSH

HTTP

SNMPv2 agent "1.3.6.1.2.1.1.5.0"
Add
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@ Internal monitoring

Nové internal itemy:
* Pocet network discovery kontrol (checks) zaradenych do discovery queue

 Utilizacia discovery managera a workerov

Name & Triggers Key Interval History Trends Type
Zabbix server: Discovery queue zabbix[discovery_queue] m w 3656d Zabbix internal
Zabbix server: Utilization of discovery manager internal processes, in % Triggers 1 zabbix[process,discovery manager,avg,busy] m w 365d Zabbix internal

Zabbix server: Utilization of discovery worker internal processes, in % Triggers 1 zabbix[process,discovery worker,avg,busy] m w 365d Zabbix internal
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@ history.push

Nova APl metoda — history.push

* Udaje prijaté metddou history.push mézu byt akceptované iba itemami
typu Zabbix Trapper a typu HTTP Agent so zapnutou volbou Enable
trapping

* |P odosielatela bude overena podla konfiguracného parametra Allow
hosts

* Povolenia na spustenie metddy APl je mozné pridat/odstranit v
konfiguracii roly pouzivatela
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@ history.push — priklad pouzitia

{

"jsonrpc": "2.0",
"method": "history.push",
"params": [

{

«itemid": 10600,

"value": 0.5,

"clock": 1690891294,
"ns": 45440940

3s

{

"itemid": 10600,

"value": 0.6,

"clock": 1690891295,
"ns": 312431

3

{ "itemid": 10601,
"value": "[Tue Aug 01 15:01:35 2023] [error] [client 1.2.3.4] File does not exist: /var/www/html/robots.txt"
s

{

"itemid": 999999,
"value": 123

}

1,

"id": 1

}
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@ {MANUALINPUT} makro

Skripty mozu vyuzit makro {MANUALINPUT} na odkazovanie
na pouzivatelom zadané vstupné udaje

Script

*Name Restart Windows service

Scope Action operation Manual host action Manual event action

Menu path | <sub-menu/sub-menu/...>

Type URL = Webhook SSH | Telnet | IPMI

Execute on Zabbix agent Zabbix server (proxy) Zabbix server

*Commands [net stop {MANUALINFUT} && net start {MANUALINPUT}
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@@ Zadavanie vstupov do frontend skriptov

Vstupné Udaje mozno zadat ako zoznam poloziek oddelenych
Ciarkami alebo pouzit lubovolny retazec zodpovedajuci vzoru

» Advanced configuration

Enable user input v
* Input prompt | Enter the service name to restart Test user input
Input type String
* Dropdown options | DNS Client,DHCP client,Print Spooler

Enable confirmation

Confirmation text
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@@ Zadavanie vstupov do frontend skriptov

ZABBIX « @

8
©

Q

Dashboards

Name
Monitoring Host groups

Problems

IP
Hosts

DNS
Latest data

Maps Port

Discovery Severity
Services
Inventory

Reports Name a

. Windows Host
Data collection

Windows Servers X

Select

Manual input

Enter the service name to restart

DNS Client

DNS Client
DHCP client

Print Spooler

Interface

192.168.50.111:10050

Availability

ZBX

Tags

target: windows

axXIans
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@@ Nové widgety

Zabbix 7.0 prinasa viacero novych typov widgetov

* Honeycomb

* Gauge

Pie chart

Host and item navigator

Top triggers
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@ Nové widgety

Nové widgety ponukaju nové moznosti vizualizacie udajov

Infrastructure overview

Resource utization Dockor nodo 2: Linux: CPU utlization Docker nod 2: Linux: Memry utization
U wt [ menn? R ons R i) )
365% 54.02% 212%  63.14% 267%  64.41% 158% on ¥ 212% 63.14 %
. N~ Linux: Customer dashboard e E
i) (e e Y e e
flsigricobll - B [ e el cocternoce 1: i : .
51.75% 2.25% 195% 4019% 278% 4211 % et by roquests e

[T
[
o
"

WebAgachero  Web Apache no
U CPUMIE. Linux Memory Lo CPUWAz  Linax Memary. Unec CPUMAZ . Lux Memory Linae, CPU wtie

220% 4313% 1.83% 57.29% 223% 5122% 219%

Total requests

ntertace 1: Bt sentrecarved Intertace 2: Bt sentreceived

WeoAganens | e geeose i (o ez (el zaoserer
ey et o i i ot bl - o Wity L
56.15% 234% 2.30% 4213 % 190% 43.10%
Top hosts
FpE—— e e
App OGS MosmOry Usage App Node CPU time 0 )
’ Prod-App: CPU foad Proc-App: Memory utization

oo . _

Load average (5m avg) Memory utiization
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@@ Dynamicka navigacia pomocou widgetov

Novy komunikacny framework umoznuje komunikaciu medzi
widgetmi na dashboarde

* Widget sa mo6ze spravat ako zdroj Udajov pre iné widgety

* Informacie zobrazené vo widgete sa dynamicky aktualizuju na zaklade
zdroja udajov

* Widgety mo6zu sluzit ako zdroj udajov typu host alebo item
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@@ Dynamicka navigacia pomocou widgetov

Novy komunikacny framework umoznuje komunikaciu medzi widgetmi na

dashboarde

Al nfrastructure overview
A dashtoands 1 Inkastructre overview

Resource utifization

Dockar node 1 Docker node 1 Dockss node 2 Docker node 2 Docker iods 3 Hocliecaods & MYSCL Node 1
Urax CPUWZ Loax Memory Viowx CPUMME  Livux Mermory U CAJuake, Lnux Memgqy 8 Lo GPU it
3.09% 6083% 3.09% 7098% 277% 7233% 143%
MySQL Node | IYSCL Node 2 MySOL Node 2 MySQL Node 3 MySOLNoded  Frmay agplkat  Prmary applat
Lincx Memory Ui CPUGIRE. Linux Memory Lnax CPUwz_ U Memory | Linge CPUGEZ Linux. Memory .
4765% 1.48% 6538% 1.18% 3718% 1.88% 4450%
RabtOchster | | RabiQcustes | Secondayappl | Secondaryappd | WebiApachens | WebApxheno | WebApachens
Lnax CPUutle  Laax: Memary Linic CPUMZ. Linx Mormary U CPUIE. Linax Memory Linuax CPU iz
142% 3981% 110% 5300% 193% 57.73% 185%
Vubapachano. | WabiNgoxnoded | veoNorwnode 1| MebNgnenode2 | | WebMoncrode | Zabbacserer Zats sever
Linux: bemory Lo CPU U - Lowax: Momary binux CPUWH - Linux Memary Lo CPUOIZ | Linux, Memory
63.23% 204% 7884% 193% 4755% 1.23% 3959%

App Node memory usage

App Node CPU time

MySQL Node 1: Linux: CPU utilization

5%

143 % )m: %

Linux: CPU utilization

MySQL Node 1: Linux: CPU utilization

5%
0% 143 % )‘c‘u *

Linux: CPU utilization

MySQL Node 1: Linux: Memory utilization

5%

0% © 47.65% )n»,

Linux: Memory utilization

MySQL Node 1: Linux: Memory utilization

0%

o% © 47.65% )m ®

Linux: Memory utilization



axXI3Ns
ZABBIX

PREMIUM PARTNER

Multi-factor
autentifikacia

vINCI f{

ENERGIES




| Co JE NOVE V ZABBIXE 7.0 axXIanNs

ZABBIX

PREMIUM PARTNER

- Multi-factor autentifikacia

ZABBIX
Scan this QR code

Please scan and get your verification code displayed

Out-of-the-box podpora pre
multi-factor autentifikaciu (MFA):

* Time-Based One-Time Password (TOTP)
autentifikacia

* Duo Universal Prompt autentifikacia

Unable to scan? You can use SHA1 secret key to
manually configure your authenticator app:
BBK2557F77D25HNDIZZSWEQYKPSEKPGS

Verification code
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=@ DalSie vylep$enia

e Licencny model Zabbixu bol aktualizovany na GNU Affero General Public
License verzia 3 (AGPLv3)

* Volitelna kontrola aktualizacie Zabbix servera a frontendu prostrednictvom
sekcie/widgetu System information

* Nové itemy net.dns.perf a net.dns.get
* Podpora pouzivatelskych makier v prototypoch itemov a v nazvoch itemov

* Schopnost prispdsobit média pre pouzivatelov vytvaranych cez JIT
provisioning

e Zrychlenie kontroly pristupovych prav pouzivatelov frontendu
 HTTP konektor pre streamovaciu platformu Kafka
* Rychlejsi prechod do stavu udrzby (maintenance)
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=@ DalSie vylep$enia

* Vzdialené vykonavanie prikazov prostrednictvom agenta v aktivnom rezime
* VylepSenia pre agregacné funkcie

* Schopnost priradit tagy pocas autoregistracie hosta

* Podpora generovania viacstranovych reportov vo formate PDF

* Vylepsené spracovanie chybovych sprav itemov pri zbere udajov
prostrednictvom preprocessingu

* Testovanie/overenie konfiguracnych suborov z prikazového riadku

* Nové trigger funkcie jsonpath a xmlpath

* Moiznost vypnut LLD/autoregistraciu/discovering logovanie do audit logu
...A mnoho iného!
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@ Nové sablény a integracie
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) Axians - Zabbix 7.0 certified

ZABBIX

CERTIFICATE
CT-2404-015 APRIL 24, 2024 ZAB B | X ZAB B I X
CERTIFIED CERTIFIED

ZABBIX
CERTIFIED

This Certificate accredits that

USER SPECIALIST PROFESSIONAL

title has been awarded to

MAREK KONECNY

for the following Zabbix courses:

Zabbix 7.0 Certified User

Zabbix 7.0 Certified Specialist

Zabbix 7.0 Certified Professional

Zabbix 7.0 Upgrade Courses

Automation and Integration with Zabbix AP

Advanced Zabbix Data Pre-Processing

Advanced Zabbix Security Administration

Advanced Problem and Anomaly Detection with Zabbix
Advanced Zabbix SNMP monitoring

rJ( /1 n
L/Z //
SN
Alexei Viadishev
CeO, Founder

ZABBIX

EXTRA COURSE
AUTOMATION AND
INTEGRATION

WITH ZABBIX API

ZABBIX

EXTRA COURSE
ADVANCED
ZABBIX DATA
PRE-PROCESSING

ZABBIX

EXTRA COURSE

ADVANCED PROBLEM
AND ANOMALY
DETECTION WITH
ZABBIX

ZABBIX

EXTRA COURSE
ADVANCED
ZABBIX SECURITY
ADMINISTRATION

ZABBIX

EXTRA COURSE
ADVANCED
ZABBIX SNMP
MONITORING

ZABBIX
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aXlIans

ZABBIX

CERTIFIED
ZABBIX PROFESSIONAL
CERTIFIED

ZABBIX SPECIALIST
ZAB B I X 7.0 CERTIFIED

USER

Zlava 10% na certifikované
Skolenia Zabbix 7.0

Zaregistrujte sa na certifikované skolenia ZCU, ZCS a ZCP na verzii

Zabbix 7.0. Skolenia méZete teraz absolvovat so zl'avou vo vyske

10% zo zakladnej ceny vo vybranych terminoch.
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N o . ) _ e
f Nové skolenia — prichod novej verzie —

Pre certifikovanych Specialistov (ZCS) alebo profesionalov
(ZCP) na verziu 6.0 ponuka Upgrade skoleni na verziu 7.0

ZCS Upgrade ZCP Upgrade

ZABBIX ZABBIX
CERTIFIED CERTIFIED

SPECIALIST PROFESSIONAL

Ste majitemi certifikatov na verziu 5.0? Kontaktujte nas.
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ZABBIX

ﬁ"ﬂ Pripravujete sa na upgrade?

Zabbix konzultacia zdarma

Kontaktujte nas, sme pripraveni vam kedykolvek pomdct. Navyse, prvi
konzultaciu poskytujeme zdarma. Cez platformu MS Teams ndm mozZete
predstavit vas problém a spoloéne sa pokusime njst rieSenie. Vyplrite formular
amy vas budeme kontaktovat, aby sme si dohodli termin vasej konzultacie
zdarma.

* Polia oznagené hviezdi¢kou st povinné.

OSLOVENIE v
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MAREK KONECNY 2\ /\

CONSULTANT SENIOR

) ZABBIX|@ZABBIX|}Y

ZABBIX CERTIFIED TRAINER AND EXPERT el el

Mobil:

E-mail:

Web:

Trainings and exams:
Consulting:

+421 905 618 324

marek.konecny@axians.sk
https://www.axians.sk/portfolio/monitorovanie-it/zabbix/
https://www.axians.sk/zabbix-training-center/
https://www.axians.sk/kontaktujte-nas/
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