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W 20| Webinare — jar 2025
19.2.2025 Zabbix a Prometheus
12.3.2025 Spracovanie SNMP trapov v Zabbixe
16.4.2025 Vysoka dostupnost v Zabbix architekture
7.5.2025 JMX monitoring

4.6.2025 Vzdialena sprava konfiguracie Zabbix
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| SPRACOVANIE SNMP TRAPOV V ZABBIXE axXIans
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q%xﬁ Agenda

Co sa ndm paci/nepaci na SNMP trapoch
Zakladna konfiguracia dohladu SNMP trapov
Konfiguracia pre efektivne riadenie problémov
Co je potrebné riesit mimo Zabbix

Aké rieSenie vieme poskytnut

Skolenia a certifikacie
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Vase otazky



axlIans
ZABBIX

PREMIUM PARTNER

A4

Co sa nam paci/nepaci
na SNMP trapoch
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| SPRACOVANIE SNMP TRAPOV V ZABBIXE

el SNMP trapy

Siroké uplatnenie SNMP
Nie je potrebné nasadit agenta

Okamzité alarmy
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| SPRACOVANIE SNMP TRAPOV V ZABBIXE

Rl SNMP trapy

Siroké uplatnenie SNMP
Nie je potrebné nasadit agenta

Okamzité alarmy

® Neregulované mnozstvo dat

® Nezarucené dorucenie (UDP)

® Nedostatocna dokumentdcia
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| SPRACOVANIE SNMP TRAPOV V ZABBIXE
@ ZABBIX koncept pre SNMP trapy

snmptrapd

SNMPTT (Perl trap receiver)
SNMPTrapperFile

Zabbix SNMP trapper

Host SNMP interface

ltem - snmptrap[regexp]

. . Log unmatched SMMP traps |+
Zabbix trigger
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@ Zakladna konfiguracia

snmptrapd

snmptrapd.conf

traphandle default /usr/sbin/snmptthandler
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ZABBIX
@ Zakladna konfiguracia
SNMPTT https://snmptt.sourceforge.net/docs/snmptt.shtml

snmptt.ini

net_snmp_perl_enable =1

log_enable =1

log_file = [TRAP FILE]

date_time_format = %Y-%m-%dT%H:%M:%S%z
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@ Zakladna konfiguracia

SNMPTT https://snmptt.sourceforge.net/docs/snmptt.shtml
snmptt.conf — moznost viacerych konfig.siborov

EVENT ABC _alarm .1.3.6.1.4.1.12345.0.2 ,,ABC_alarm" Normal
FORMAT ZBXTRAP SA SR ABC_trap_data $*
MATCH S4: (0]1]2|3|4]|5]6)
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@ Zakladna konfiguracia

SNMPTrapperFile

T
Zabbix SNMP trapper

zabbix_proxy.conf
StartSNMPTrapper=1
SNMPTrapperFile=[TRAP FILE]



| SPRACOVANIE SNMP TRAPOV V ZABBIXE

@@ Zakladna konfiguracia

Host SNMP interface

Interfaces Type |IP address DNS name
SNMP | 192.168.1.101

* SNMP version | SNMPv2 ~
* SNMP community | {$SNMP_COMMUNITY?}
Max repetition count 9 10

v | Use combined requests

Connect to

&
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Port Default

161 ® Remove
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@@ Zakladna konfiguracia

Interfaces Type IP address
Host "
SHNMP | 192.168.1.101
SNMPv3 |
. * SNMP version
interface

Max repetition count [ 2]
Context name

Security name

Security level
Authentication protocol
Authentication passphrase
Privacy protocol

Privacy passphrase

DNS name

SNMPv3 v

10
{$SNMP.SECNAME}
authPriv v
SHA1 v
ISSNMP.A PASS!
AES192 v
[$SNMPP.PASS)

v | Use combined requests

Connect to

ﬂ DNS

Port

161
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Default

® Remove
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@ Zakladna konfiguracia

Zabbix item

* Name

Type

* Key

Type of information

* Host interface

SNMPTT.conf

SNMP traps ABC_alarm
SNMP trap hd
snmptrap[""ABC_alarm\™]
Log hd

127.0.0.1:161 A

EVENT ABC_alarm .1.3.6.1.4.1.12345.0.2 ,,ABC_alarm" Normal
FORMAT ZBXTRAP SA SR ABC_trap_data S*
MATCH S4: (0|1|2|3|4|5|6)
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@@ Zakladna konfiguracia

Zabbixtrigger Trigger Tags Dependencies

*Mame | ABC alarm: {ITEMVALUE} regsub(™ ABC_trap_data ( *)", 17}

Operational data

Severity Mot classified Infarmation Warning High Disaster

* Expression | [Template Module Generic SHNMPva:snmptrap[™%\"ABC_alarm Add
W] .8cr(.ABC alarm”)l=1

Expression constructor

OK event generation Expression Recovery expression Mone

PROBLEM event generation mode | Single  BINTLE

Allow manual close
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@@ Zakladna konfiguracia

Zabbixtrigger Trigger Tags Dependencies

*Mame | ABC alarm: {ITEMVALUE} regsub(™ ABC_trap_data ( *)", 17}

Operational data

Severity Mot classified Infarmation Warning High Disaster

* Expression | [Template Module Generic SHNMPva:snmptrap[™%\"ABC_alarm Add
W] .8cr(.ABC alarm”)l=1

Expression constructor

OK event generation Expression Recovery expression Mone
L

| Multiple '

PROBLEM event generation mode | Singl

Allow manual close
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@ A Co riadenie problémov?

Clear trapy
Zmena severity trapu

Opakovanie trapu
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@ Zatvaranie problémov

Recovery expression

Tag for matching

* Problem expression | {Template Module Generic SHMEvZ:anmptrap[™\"ABC alarm\™"].str("Minor \"ABC alarm\"")}=1

Expression constructor

QK event generation Expression Recovery expression Mone

* Recovery expression | [Template Module Generic SNMPva:snmptrap[™\"ABC alarm\""].str({"Clear “"&BC alarm\™")}=1

Expression constructor

PROBLEM event generation mode Single Multiple

OK eventcloses | All problems [ CUERREPRE T EERUEEY

* Tag for matching | Alarmkey
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@ Zatvaranie problémov

& Event Correlation

Correlation  Cperations Carrelation Operations
*Mame | SMMP traps closing Close old events |+
Type of calculation | AndiOr w AandBandC Close new event
* Conditions [ abe Mame Action
A Old event tag name equals Caorrelation ﬁ_@_m_ﬂ}_\_@
B Mew eventtag name equals Correlation Remave
C Value of old event tag AlarmKey equals value of new eventtag Remove

AlarmKeyToClose

Description | Zavrie SNMP alarmy s urcenym Alarmkey
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| SPRACOVANIE SNMP TRAPOV V ZABBIXE

@ Zatvaranie problémov

AlarmKey a AlarmKeyToClose je potrebné spravne nastavit

MozZu obsahovat OID, VarBinds

Event Correlation pravidlo staci jedno globalne

Toto jedno pravidlo dokaze zatvorit problem vo viacerych situaciach:
& CLEAR trap

&  Duplicitny trap — deduplikacia

© Zmena severity trapu
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| SPRACOVANIE SNMP TRAPOV V ZABBIXE

@@ S ¢im pomoze SNMPTT

Filtrovat iba poZzadované trapy (MATCH)
Staci zapisovat iba pozadované data/varbindy (S1 52 ...)

Udaje mozno rozsirit o statické alebo odvodené hodnoty

Umoznuje predspracovat vystupy napr. pomocou REGEX:

REGEX (State 1 )(State UNKNOWN )
REGEX (State 2 )(State ACTIVE)
REGEX (State 3 )(State STANDBY )
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Co je potrebné riesit
mimo Zabbix
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| SPRACOVANIE SNMP TRAPOV V ZABBIXE

@ Kde uz tieto nastroje nestacia

& Time based korelacie
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@2 Kde uz tieto nastroje nestacia

Time based korelacie:

Korelacia, deduplikacia, suppressing SNMP trapov, vykonavané
uz na urovni Zabbix proxy
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@2 Kde uz tieto nastroje nestacia

Time based korelacie:

Korelacia, deduplikacia, suppressing SNMP trapov, vykonavané
uz na urovni Zabbix proxy

Pocitanie duplicit
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@2 Kde uz tieto nastroje nestacia

Time based korelacie:

Korelacia, deduplikacia, suppressing SNMP trapov, vykonavané
uz na urovni Zabbix proxy

Pocitanie duplicit

Event storm detection a ochrana pred nim
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=2 Modul TBC od Axians Slovakia

Zabbix proxy snmp

SNMP traps snmptrapd H snmptt J—»

[ -
_
Zabbix DB

@_] | Correlation

G rules Zabbix
Proxy/Server

@l
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@@ Modul TBC — pripravené pravidla

Suppress — potlacanie pomocou podmienok typu white/black list

Counter — prepustenie alarmu po naplneni poctu opakovani za zvoleny ¢as
Timer — potlacanie opakovanych alarmov po prvom vyskyte na zvoleny ¢as
Inhibitor — potldc¢anie dvojic alarm/clear

Spajanie tychto pravidiel do logickych celkov

Moznost konfigurovat vlastné komplexné korelacné pravidla

Pocitanie duplicit pre vSetky pravidld — informacia v texte problému aj v tagu

Postprocessing udalosti
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= Modul TBC — Counter

| Zabbix proxy '
ZABBIX

TBC

Counter

3aXIaNns
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= Modul TBC — Timer

Timer
A
Zabbix proxy S P I o PN
ZABBIX A
— -Suppressing- @ -Suppressing- ®

— —Suppresing— ®
- -Suppressing- -@

sy s /I\A ............................... Zﬁ ...........................................

—o . :
— — -Time window — — —
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= Modul TBC — Inhibitor

A Inhibitor
Zabbix proxy 5900||0000000000000000000000006000000050050000006006030908006503058060006063063636303CI00000909000303G03G3GACIC00000000DO00000AE ' .............
ZABBIX i
|, -Suppressing- @ |’ —Suppressing L o
TBC U TR i:E ........... i:ﬁ ......................................................... i:ﬁ .............................................
Eve|nt 1 Eve|nt 2 Eve{nt 1 t
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@ Modul TBC — instancie

Source match

<time stamp> <event>

1 SCOUNTER 3| 81

2 SCOUNTER 3| 81

3 SCOUNTER 3 | 31

4 SCOUNTER 3 | 435

5SCOUNTER3 |81 =)  5SCOUNTER 3|81
6 SCOUNTER 3 | 56

© Dynamicky vytvarané inStancie pre sledovanie jednotlivych variacii !
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@@ Modul TBC — pohlad

Time v

Severity Info - Host Froblem Duration Ack Actions Tags

EEEEEEEEEEEEEENEN)N

Displaying 16 of 16 found
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@@ Modul TBC — pohlad

Time v

Severity Info - Host Froblem Duration Ack Actions Tags

EEEEEEEEEEEEEENEN)N

Cisplaying 16 of 16 found
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i Modul TBC — Storm Detection

Detekcia nadmerného mnozstva alarmov z jedného zdroja
zdroj = oznacenie trapov v SNMPTT
Sleduje pocet trapov v ¢asovom okne

Po dosiahnuti stanoveného poctu zastavi odosielanie trapov z tohto zdroja do
ZABBIXu a odosle spravu

Dalej sleduje prichadzajuce trapy

Po poklese poctu alarmov v casovom okne znovu spusti odosielanie do ZABBIXu
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| SPRACOVANIE SNMP TRAPOV V ZABBIXE

@ Modul TBC

Jadro TBC — jeden skript napisany v jazyku Perl
Jedina poziadavka - Perl interpreter

Nie je potrebna insStalacia ziadnej databazy
Ziadna Java, dalgie skripty alebo binarne stubory
Self monitoring

Pracuje so SNMP trapmi aj s log subormi
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@ Zabbix roadmap

& Zabbix 7.4

- Advanced event correlation rules

Support of complex rules for event normalization, filtering,
de-duplication and aggregation. Also auto-closure of
problems after certain time interval

- Novy Event Correlation Engine - single event processing

~ Zabbix 8.0

- RozSirene ECE - multi event processing
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Axians - Zabbix Training Center

= =

Zabbix 7.0 — kompletné portfdlio skoleni a certifikacii
Otvorené terminy na Q1/Q2 2025

ZABBIX ZABBIX ZABBIX ZABBIX
CERTIFIED CERTIFIED CERTIFIED CERTIFIED

USER SPECIALIST PROFESSIONAL EXPERT

ZABBIX

EXTRA COURSE
: ADVANCED
ZABBIX DATA
L PRE-PROCESSING _§

ZABBIX

EXTRA COURSE
ADVANCED PROBLEM
AND ANOMALY
DETECTION WITH
ZABBIX

ZABBIX

EXTRA COURSE
ADVANCED
ZABBIX SECURITY
ADMINISTRATION

ZABBIX

EXTRA COURSE
ADVANCED
ZABBIX SNMP
MONITORING

ZABBIX

EXTRA COURSE
AUTOMATION AND
INTEGRATION
WITH ZABBIX API

zabbix@axians.sk
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Recertifikacie na verziu 7.0

Pre certifikovanych Specialistov (ZCS), profesionalov (ZCP)
alebo expertov (ZCE) na verziu 6.0 ponuka Upgrade skoleni
na verziu 7.0

ZCS Upgrade ZCP Upgrade ZCE Upgrade

ZABBIX ZABBIX ZABBIX
CERTIFIED CERTIFIED CERTIFIED

SPECIALIST PROFESSIONAL EXPERT

Ste majitel'mi certifikatov na verziu 5.0 alebo starsich?
Kontaktujte nas.

zabbix@axians.sk
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f Garantované terminy

= =

Zabbix Certified Specialist Upgrade (ZCSU) - 25.3.2025

Zabbix Certified Specialist (ZCS) - 31.3.2025-4.4.2025

Zabbix Certified Professional (ZCP) — 18.6.2025-20.6.2025

ZABBIX ZABBIX

CERTIFIED CERTIFIED
SPECIALIST PROFESSIONAL

zabbix@axians.sk
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ﬁﬂ Konzultacia, upgrade, problém...?

Zabbix konzultacia zdarma

Kontaktujte nas, sme pripraveni vam kedykolvek pomdct. Navyse, prvi
konzultaciu poskytujeme zdarma. Cez platformu MS Teams ndm moZete
predstavit vas problém a spolocne sa pokusime najst rieSenie. Vypliite formular
amy vas budeme kontaktovat, aby sme si dohodli termin vasej konzultacie
zdarma.

* Polia oznagené hviezdi¢kou st povinné.

OSLOVENIE v

zabbix@axians.sk
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STANISLAV TAZIAR —
CONSULTANT SENIOR CERTIFIED

: EXPERT
ZABBIX CERTIFIED EXPERT

Mobil: +421 905 210 301

E-mail: stanislav.taziar@axians.sk

Web: https://www.axians.sk/portfolio/monitorovanie-it/
Trainings and exams: https://www.axians.sk/zabbix-training-center/
Consulting: https://www.axians.sk/kontaktujte-nas/
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