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q%xﬁ Agenda

Vysoka dostupnost v prostredi Zabbixu — globalny pohlad
Vysoka dostupnost pre Zabbix databazu

Vysoka dostupnost pre Zabbix server

Vysoka dostupnost a load balancing pre Zabbix proxy
Zivé demo

Skolenia a certifikdcie — nova ponuka
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| VYSOKA DOSTUPNOST V ZABBIX ARCHITEKTURE
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Frontend server

Frontend server
F2

Database cluster
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il HA v prostredi Zabbixu — globalny pohlad

Zabbix server

'\ Zabbix server cluster

Zabbix server

Zabbix server
Sn

Zabblx proxy Zabblx proxy Zabbix proxy
Pin
NMP, ICMP, SSH, HTTP...  Zabbix agent Zabbix agent Zabbix agent Zabbix agent Zabbix agent Zabbix agent
Al A3 A4 A5 A6
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Zabbix proxy group
G2

gz

Zabbix proxy
P21

Zabbix proxy
P22

SNMP, ICMP, SSH, HTTF...



.G

‘%
A

¢

ve

7 LS

e ¥
.

P ¢
¢

¢

e f
A’k 7 e
.

"',’.'.,'1 W IR O

G fe
[

G

«

0
[

« ,’ i
L

axlIans
ZABBIX

PREMIUM PARTNER

Vysoka dostupnost
pre Zabbix databazu

vINCI

ENERGIES

L Ele FoBerderde vk o



| VYSOKA DOSTUPNOST V ZABBIX ARCHITEKTURE axXIans

ZABBIX

RRRRRRRRRRRRRR

mfal Vysoka dostupnost pre Zabbix databazu

Riesenia vysokej dostupnosti pre jednotlivé typy databaz
PostgreSQL — Patroni cluster
MySQL — Galera cluster

MariaDB — Galera cluster

axXxlIans
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mfol Vysoka dostupnost pre Zabbix server
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Zabbix poskytuje nativne rieSenie HA pre Zabbix server od verzie 6.0:

Jednoducha konfiguracia pre neobmedzeny pocet uzlov
Active — standby architektura
NevyZaduje znalosti z oblasti klasteringu

Databaza je zdrojom udajov o stave uzlov klastra
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mfol Vysoka dostupnost pre Zabbix server

Frontend servery (Apache, NGINX) sa pripajaju:
* naspolocny databazovy server

* nauzol s prave aktivnym Zabbix serverom

Vsetky uzly so Zabbix serverom sa pripdjaju na databdazovy server a posielaju heartbeat
* |ba uzol s aktivnym Zabbix serverom spracovava zbierané udaje a vykonava zapisy do databazy

* Uzly so Zabbix serverom v standby stave sleduju stav aktivneho Zabbix servera cez zaznamy v

databaze _ )
IE_E e =2
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mfol Vysoka dostupnost pre Zabbix server

Zabbix server na uzloch klastra moze byt v nasledovnych stavoch:

* Active 3 iba jeden uzol méze byt aktivny

* Standby 0 viacero uzlov mo6ze byt v stave standby

* Stopped 1 uzol klastra, ktorého sluzba Zabbix server bola zastavena

* Unavailable 2 uzol klastra, ktorého sluzba Zabbix server prestala komunikovat
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mfol Vysoka dostupnost pre Zabbix server

Automatizovany failover — scenar ¢.1:

* Restart, resp. shut down aktivneho Zabbix servera vyvola automaticky failover na iny uzol
klastra

*  Restart, resp. shut down aktivneho uzla klastra sp6sobi zapis zmeny stavu uzla do databazy
a standby uzol, ktory prvy deteguje tuto zmenu, sa stava aktivnym uzlom

ZZ Ziaden aktivny uzol
Z — preberam aktivny
Nastavenie stavu 1 C D Kontrola tabulky ha node stav
ZABBIX > .' < Yy A ZABB X | e
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mfol Vysoka dostupnost pre Zabbix server

Automatizovany failover — scenar ¢.2:
» Aktivny uzol prestane updatovat svoj stav v databaze (zastaveny heartbeat)
« Caké sa na vyprianie failover delay intervalu (1m default)

* Po vyprsani failover delay intervalu sa jeden zo standby uzlov stava aktivnym

Heartbeat nebol
updatovany— po 1
minute preberam
aktivny stav

- Kontrola tabulky ha node -
|| + E ] < Y 100 o <
— yd—-" c—



| VYSOKA DOSTUPNOST V ZABBIX ARCHITEKTURE axXIans

ZABBIX

PREMIUM PARTNER

Q] Konfiguracia — Zabbix server

HANodeName definuje nazov uzla v klastri
* Musi byt unikatne pre kazdy uzol klastra

* Bez Specifikacie HANodeName Startuje Zabbix server v standalone méde

## Option: HANodeName
# The high availability cluster node name.

# When empty server is working in standalone mode.
HANodeName=zbx-node-01

NodeAddress definuje IP adresu alebo FQDN pre uzol klastra

* Parameter vyuzivaju Zabbix frontend servery na pripojenie k aktivnemu uzlu klastra

## Option: NodeAddress
# IP or hostname to define how frontend should connect to the server.

# Format: <address>[:port]
NodeAddress=zabbix-node-01.example.com
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ZABBIX
Q] Konfiguracia — Zabbix frontend —

Zabbix frontend automaticky deteguje aktivny uzol:

Adresa Zabbix servera a jeho port nesmu byt definované v konfiguracii frontendu

// Uncomment and set to desired values to override Zabbix hostname/IP and port.
// $ZBX_SERVER '

.
2

// $ZBX_SERVER_PORT

B

Frontend pozna stav uzlov klastra z databazy

Frontend ziska adresu aktivneho uzla z tabulky ha_node

B et E e et F------- D e D et R e +

| ha_nodeid | port | lastaccess | status | ha_sessionid |
oo o Fomm e - - - - - e T +
| ckzftwydteeelfeb | zbx-node-01 | | 10051 | 1644427911 |

| ckzftwydee eefeqrgnm7319 |

@ | awfytsxree@3c95qtdfr5463 |
R C T dommmmm o fommmmm - - O e - e +

| awfytsxree023c¢95 | zbx-node-02 | 10.0.0.2 | 10051 | 1644427905 |
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ZABBIX
nﬂI"OJ Konfiguracia — Zabbix agent el

Zabbix agent v pasivnom mdde musi mat uvedené vsetky uzly klastra v parametri Server

FQDN alebo IP adresy uzlov musia byt oddelené ciarkou

### Option: Server

# List of comma delimited IP addresses or DNS
#

names of Zabbix
Incoming connections will be accepted only from the hosts listed here.
Server=zbx-node®@l.example.com, zbx-node®2.example.com

Zabbix agent v aktivnom mdde musi mat uvedené vsetky uzly klastra v parametri ServerActive

FQDN alebo IP adresy uzlov klastra musia byt oddelené bodkociarkou

### Option: ServerActive

# List of comma delimited IP addresses or DNS names pairs of clusters of Zabbix
# servers for active checks.

Cluster nodes need to be separated by semicolon.
ServerActive=zbx-node@l.example.com;zbx-node@2.example.com

#
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Q] Konfiguracia — Zabbix proxy

Zabbix proxy v pasivnom mode musi akceptovat spojenie zo vSetkych uzlov Zabbix
klastra v parametri Server

### Option: Server
# List of comma delimited IP addresses or DNS names of Zabbix server.

# Incoming connections will be accepted only from the addresses listed here.
Server=zbx-node®l.example.com,zbx-node®2. example.com

Zabbix proxy v aktivnom madde sa pripaja na vSetky uzly Zabbix klastra

* Na oddelenie nazvov alebo IP adries uzlov klastra musi byt pouZzita bodkociarka v parametri
Server

### Option: Server
# IP address or DNS name (address:port) or cluster (address:port;address2:port) of #

Zabbix server to get configuration data from and send data to.
# Cluster nodes need to be separated by semicolon.
Server=zbx-node@l.example.com;zbx-node®2.example.com
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Q] Administracia beZiaceho klastra - CLI

Prikazy je mozné vykondvat len na aktivnom uzle:

* Nastavenie failover_delay parametra (od 10 sekind do 15 minut)

# zabbix server -R ha set failover delay=5m

HA failover delay set to 300 seconds

* (Qdstranenie uzla z klastra

# zabbix_server -R ha_remove_node=zbx-node3
Removed node "zbx-node3" with ID “"ckye7ty900001sjqtfcwltvkm”

e Zobrazanie stavu uzlov klastra

# zabbix server -R ha status
Failover delay: 300 seconds
Cluster status:

# 1ID Name Address Status Last Access
. ckvciyod8e@eloagr5o6eh5uu zbx-nodel zbx-node@l.example.com:10851  active 4s

1
2. ckvcj8gfreeeinmgsrewumcti zbx-node2 zbx-node@2.example.com:10051  standby 5s
3. ckye7ty900001sjqtfcwltvkm zbx-node3 zbx-node@3.example.com:10051 standby 3s
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ol Zabbix proxy groups — proxy skupiny

Zabbix proxy servery je mozné umiestnovat do skupin, ktoré zabezpecuju:
* load balancing

* vysoku dostupnost

Jeden Zabbix proxy server moze byt v jednej skupine alebo pracovat
standalone maode

Proxy Group A Proxy Group B

£ B O £ & & 8

@ZABBIXE @ZABBIXD @ZABBIXD §ZABBIXE §ZABBIXE @ZABBIXD, @ZABBIXD,
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ol Zabbix proxy groups — proxy skupiny

Kazda skupina ma definovany minimalny pocet Zabbix proxy serverov

* Ochrana pred pretazenim dostupnych Zabbix proxy serverov

* Ak pocet online Zabbix proxy serverov klesne pod tuto hodnotu, cela proxy skupina
prechddza do stavu offline

* Online Zabbix proxy servery v offline skupine stale funguju normalne, ale nedochadza
rebalancingu

Skupina zostava online, dokym pocet online Zabbix proxy serverov neklesne pod minimalny pocet

(2N

\'91
(— N
@ZABBIXA

B
B

@ ZABBIXN @ ZABBIXE @ZABBIXE @ZABBIXA U@ZABBIXD @ZABBIXE
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ol Zabbix proxy groups — proxy skupiny

Za spravu proxy serverov v skupine zodpoveda proxy group manager na Zabbix
serveri:

*  Aktualizuje stavy proxy serverov online / offline

*  Aktualizuje stavy skupin proxy serverov online / recovering / degrading / offline / unknown

*  Proxy servery komunikuju iba so spravcom skupiny proxy serverov (nie medzi sebou), vdaka
nemu ziskavaju prozy servery informacie o ostatnych proxy serveroch v skupine

*  Pre kazdu skupinu sa definuje failover interval, po ktorom sa moZe zmenit stav proxy serverov
alebo proxy skupin

Name a Mode Encryption State  Version Lastseen (age) Itemcount Required vps Hosts

East Coast: Proxy Baltimore Active m m 7.00 51s 48 0.8 Proxy Baltimore

East Coast: Proxy Boston Active m 7.00 4m13s 48 0.8 Proxy Boston

West Coast: Proxy Los Angeles  Active (B Em 700 6s 48 0.8 Proxy Los Angeles

East Coast: Proxy New York Passive [T 7.00 2m4s 780 7.27 Linux server Los Angeles, Linux server New York, Linux server Porto Alegre, Linux server San Francisco, Linux server Tokyo,

MongoDB, MySQL database, Podman, PostgreSQL database, Proxy New York, RedHat server by SNMP

Proxy San Francisco

West Coast: Proxy San Francisco Active m m 700 5s 48 0.8
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"—[Ll:g—)\l Priradovanie novych hostov k proxy serverom

Novy host je mozné priradit k proxy skupine a proxy group manager priradi
host nasledne ku konkrétnemu Zabbix proxy serveru
* Nové hosty su priradené online proxy serverom s najmensim poctom pridelenych hostov

* Vyhodnocuje sa iba pocet pridelenych hostov na proxy server!

7N

O

@ ZABBIXE @ ZABBIXE @ZABBIXE) @ ZABBIXE) @ ZABBIXE

Novy host 25 20+1 35 35 35
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fal Preradovanie hostov medzi proxy servermi
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Zabbix server sleduje stav vSetkych Zabbix proxy serverov v skupine:

Ak sa proxy server dostane do stavu offline, jeho hosty su priradené okamzite k inym
proxy serverom v skupine

Nepriradené hosty su rozdelované medzi Zabbix proxy servery s najmensim poctom
monitorovanych hostov

M@ ZABBIXE

@ZABBIXD

@ ZABBIXE

@ZABBIX. §ZABBIXE
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nifQl Zabbix agent v pasivnom made

Zabbix agent v pasivnom reZime musi akceptovat pripojenia od vSetkych
Proxy serverov svojej proxy skupiny

o 0 O

(— =7 (——J
ZABBIXI ZABBIX @ZABBIXE @ZABBIXD, ZABBIX

\/

ZABBIX

### Option: Server

Server=proxyl,proxy2,proxy3, proxy4,proxy>s
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nifal Zabbix agent v aktivnom méde

Zabbix agent v aktivnom rezime pouziva konfiguracny parameter
ServerActive:

* Odporuca sa zadat vSetkych ¢lenov Zabbix proxy skupiny

*  Ktorykolvek ¢len skupiny proxy moze presmerovat agenta Zabbix na aktudlne priradeny proxy
server (vyZzaduje agenta minimalne verzie 7.0)

B £

@ZABBIXE @ZABBIXB @ZABBIXE @ZABBIXE @ZABBIXE

Presmerovanie
na iny
proxy server

— ### Option: ServerActive
ServerActive=proxy2;proxy3
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nifa] Zabbix agent v aktivnom madde - preradenie
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Ak proxy strati sietové pripojenie k serveru Zabbix, ale stale bezi:
*  Proxy group manager automaticky preradi hosty

Proxy sa oznaci ako offline a presmeruje Zabbix agenta v aktivnom rezime na iny
proxy server (vyzaduje agenta minimalne verzie 7.0)

»
>

Q000
=1

ZA@IX

\ 00O

i)

(EXEED

Presmerovanie na
iny proxy server
ﬂ/
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| VYSOKA DOSTUPNOST V ZABBIX ARCHITEKTURE

il Automatizovany rebalancing

Rebalancing nastava ak:

* Pocet hostov priradenych k proxy serveru je minimalne dvojnasobkom priemeru skupiny
a rozdiel medzi poctom priradenych hostov a priemerom je vacsi ako 10 hostov

*  Proxy server je priradeny do proxy skupiny

5 B A 6 0B

@ZABBIXD, @ZABBIXD @ZABBIX @ZABBIX @ZABBIXE

20 35 60 20 15 Priemer =30

“60/30-2 | 301152 |
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il Automatizovany rebalancing

Automatizovany rebalancing vykona proxy group manager:
*  Pocka, kym neuplynie 10-nasobok failover intervalu nastaveného pre danu proxy
skupinu

* VSetkym proxy serverom, kde pocet hostov presahuje priemer, odoberie prebytocné
hosty a rozdeli ich medzi proxy servery s najmensim poctom hostov

Odobratie hostov
presahujucich priemer

B

@ZABBIXE) @ZABBIXE @ZABBIXE @ZABBIXE @ZABBIXD

20 35 60 ) 20 15 Average = 30
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Zabbix server

] Zivé demo — architektira

Fronte: dserver /l
1 se er

P1

; Za:n( proxy group ~—

Zabbix proxy Zal bb p oxy

T

Zabbix agent Zabbix agent Zal bb agent
Al A2
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il Zivé demo — scenér 1

Zabbix proxy group
G1

bepy bepxy bepxy

1L L

zbbgt zbbgt zbbgt zbbgt zbbgt zbbgt
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il Zivé demo — scenér 1

Zabbix proxy group
G1

Zal bblx pn:my Zabb pmxy Zabbix proxy
P3
Iabh g nt Iahb1 agent Zabbv( agent Zal hbl agent Zabbix agent Zabbix agent

Ad Ab
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Zabbix server

w1l Zivé demo — scenér 1

Fronte: dserver /l
1 se er

P1

; Za:n( proxy group ~—

Zabbix proxy Zal bb p oxy

T

Zabbix agent Zabbix agent Zal bb agent
Al A2
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Frontend server

Zabbix server

w1l Zivé demo — scenér 2

= 1 j%
- -

P1

; Za:lx proxy group

Zabbix proxy Zal bb p oxy

A

Zabbix agent Zabbix agent Zabbix agent
Al A2 A3
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Zivé demo — scenar 2

= 1

LR
Al

Zabbl s rver Zal bbl serve

Zabbix proxy group

T

Zabblx proxy Zabbix proxy
P3

Zabbl proxy

1y

Zal bb g nt Zal bb agent Zal bb agent Zal bb g nt Zabbix agent Zabbix agent
A5 A6
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Frontend server

Zabbix server

w1l Zivé demo — scenér 2

= 1 j%
- -

P1

; Za:lx proxy group

Zabbix proxy Zal bb p oxy

A

Zabbix agent Zabbix agent Zabbix agent
Al A2 A3
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Zabbix server

w1l Zivé demo — scenér 1

Fronte: dserver /l
1 se er

P1

; Za:n( proxy group ~—

Zabbix proxy Zal bb p oxy

T

Zabbix agent Zabbix agent Zal bb agent
Al A2
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| SKOLENIA - ZABBIX 7.0
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Axians - Zabbix Training Center

= =

Zabbix 7.0 — kompletné portfdlio skoleni a certifikacii
Otvorené terminy na Q3/Q4 2025

ZABBIX ZABBIX ZABBIX ZABBIX
CERTIFIED CERTIFIED CERTIFIED CERTIFIED

USER SPECIALIST PROFESSIONAL EXPERT
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WITH ZABBIX API
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Zabbix 7.0 — kompletné portfdlio skoleni a certifikacii

Otvorené terminy na Q3/Q4 2025

f 9 ZABBIX
Zl'ava 5/) na ZABBIX ZABBIX ZABBIX

CERTIFIED CERTIFIED CERTIFIED CERTIFIED
jedno vybrané USER SPECIALIST PROFESSIONAL EXPERT

Skolenie pre
kazdého
ucastnika nasich
webinarov!
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EXTRA COURSE
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ZABBIX DATA
L PRE-PROCESSING _§

ZABBIX

EXTRA COURSE
ADVANCED PROBLEM
AND ANOMALY
DETECTION WITH
ZABBIX

ZABBIX

EXTRA COURSE
ADVANCED
ZABBIX SECURITY
ADMINISTRATION

ZABBIX

EXTRA COURSE
ADVANCED
ZABBIX SNMP
MONITORING

ZABBIX

EXTRA COURSE
AUTOMATION AND
INTEGRATION
WITH ZABBIX API

zabbix@axians.sk

3aXIaNns

ZABBIX

PREMIUM PARTNER

axXl1ans




| SKOLENIA - ZABBIX 7.0

—3

= =

Recertifikacie na verziu 7.0

Pre certifikovanych Specialistov (ZCS), profesionalov (ZCP)
alebo expertov (ZCE) na verziu 6.0 ponuka Upgrade skoleni
na verziu 7.0

ZCS Upgrade ZCP Upgrade ZCE Upgrade

Zlava 5% na

jedno vybrané
Skolenie pre

kazdého
ucastnika nasich
webinarov!

ZABBIX ZABBIX ZABBIX
CERTIFIED CERTIFIED CERTIFIED

SPECIALIST PROFESSIONAL EXPERT

Ste majitel'mi certifikatov na verziu 5.0 alebo starsich?
Kontaktujte nas.

zabbix@axians.sk
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ﬁﬂ Konzultacia, upgrade, problém...?

Zabbix konzultacia zdarma

Kontaktujte nas, sme pripraveni vam kedykolvek pomdct. Navyse, prvi
konzultaciu poskytujeme zdarma. Cez platformu MS Teams ndm moZete
predstavit vas problém a spolocne sa pokusime najst rieSenie. Vypliite formular
amy vas budeme kontaktovat, aby sme si dohodli termin vasej konzultacie
zdarma.

* Polia oznagené hviezdi¢kou st povinné.

OSLOVENIE v

zabbix@axians.sk
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MAREK KONEENY’ CERTIFIED ) ZABBIX
CONSULTANT SENIOR ZABBIX CERTIFIED

EXPERT
ZABBIX CERTIFIED TRAINER AND EXPERT

Mobil: +421 905 618 324

E-mail: marek.konecny@axians.sk

Web: https://www.axians.sk/portfolio/monitorovanie-it/
Trainings and exams: https://www.axians.sk/zabbix-training-center/
Consulting: https://www.axians.sk/kontaktujte-nas/
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